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All-in-one 10 debugger s
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» Cross-platform
Advanced logging engine
Advanced transmitting engine

Highly modularized
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All-in-one 10 debugger
» Consistent interface

» Cross-platform
Advanced logging engine
Advanced transmitting engine

Highly modularized
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Scriptable

D fPrjMinja fioninja srcfnj_app/main.cpp
Total file size: 1825 bytes (512 bytes shown)

0000 23 88
0010 0Od 0da
0020 77 a8
0030 75 64
0040 0Oa 23

Ge
23
Ge
65
(=]

63 6c 75 64 65 20 22 70 63 68 Ze 68 22
63 62 63 BCc TS 64 €5 20 Z2 8d 81 &9 6e
64 of 77 2e 68 22 04d Oa 23 65 6e &3 6c
20 22 &3 6d 64 6C €9 62 &5 Ze 68 22 0d
6e 63 6c 75 64 65 20 22 od ef 63 5f 61

#include "pch.h"
. .¥include "main
window.h"..#incl
ude "cmdline.h™.
.#¥include "moc_a

A THETH] 78 &c 5f &7 75 62 5f 51 74 57 68 £4 &7 65 74 Ze x]1 ogui QtHidget
Transmit
Field Value |~ 00 ©60 0O 00 80 0O 60 80 08 ........
~ TepFrame 0 00 00 00 6O B8 B0 00 00 ........ & T3
 m.ethemet 15 06 60 60 00 60 60 00 00 ... ...
» m dstAddress | | - - et
I‘ _cAdd 20 B0 00 00 B0 00 60 80 08 ........
M_sTeAcaress 22 ©0 0O 00 B0 00 00 80 00 ........
[ mtype 7 T 30 @6 80 88 80 80 00  ......
P m_ip
* m_tcp
m_srcPort 0
m_dstPort 0
m_segNum... O
m_ackNum... 0 —
m Parr=Nel I 1
m: Transmit
9 // The example below defines an infinite loop which sends packets with
1@ // ever-incrementing index. Don't let the *infinite* part scare you -- you can
11 // always abort the execution of a script with the 'Stop' button.
12 /7
1
14
15 main()
16
17 for (size t i = @;; i++)
18 {
19 char const* p = $"packet %i\n"; // perl-like interpolating literals
20 transmit{p); // omitting length means, use strlen ()
21 sys.sleep(1808); // wait one second and repeat
22 1
23 }
24
Text Binary File Seript
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: duc_vab:z.:-: 252 m_state = State,Canneccing;
1 1 toc_Storage,; 253
» ConS]Stent ]nterface s o 254 m_socket.m closeXind = {10.5ockecCloseKind) n-closem.ndExcg.n._value:
& o_Meppediie. e 255 m_socket.m_isNagleEnabled = m 1a¥agleEnabledProp.m value}
' o_NemedPoe.yc 256 m_socket.connect (remcteRddress):
» Cross-platform 8 oremovisomr: || 2 asockec]
8 »_Pecketyc 258 Vo 2] (sl
8 o Cpre P 1cca:
Advanced loggi i e |
> Vance Ogg] ng eng] ne £ o Serson 261 cnar o <=t
€8 bo_Sedetyc 262 wraizeli() n.:;:cpen 1
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. U mwm,: - Endatir 268 e ! close() ‘
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270 vr|[@ open{io. Protocol protocol, const 10.SocketAddress+® address) ] £
. &1l } apen(xo.?rocooo.l protocol, i1o.AddressFamily family) .
» Scriptable 22 eiee @ operators
N { 1 recvi{void® p, size t size)
o oni(@ recvProm(votde p, size t size, 10.SocketAddresse address) -
a3 writelog {IcpCannectionlogRecordCode.Cannectingfrom, p, dynamic sizeof (*p));
8 <] & . . |
‘Output - TCP Connection Socket (bubd) = | Search Resutts | a
B ceepiiing -
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Serial Terminal

Serial Software Sniffers
» Local
» Remote over SSH
Serial Hardware Sniffers
» 10 Ninja Serial Tap
» Generic Dual COM Tap
» EZ-Tap Pro
12C/SP1 Hardware Tap
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W
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Set date bitsr § bite
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Set flow coetrsl: Mote
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P00 C
RN

-0, @
P - w R S R

Ses DTR: off
Set RT3: aff
NV WS

62 41 1l 3o W
.
sates 115200 1ps
bita: 1 biz»
bizai | bic

. 2 Hoza
flow coszroli Hooe

FERERNEY -
Fgies

:
]

Jtatus Iine(s) changed: TOR:
54 &d

Ceanecting to 2130.188.1.71433, . 0k
Ferforwing 30 hasdahaxe.. 5%
Perforedag S5§ authentificatiom...ck

T81 an

30 3

3l 2» 2

2s 11

| Progety
v 554 wmuen
Semice time
TX tctal byten
TX thecughpnst
£ actal brtes
X Shecughput
¥ Thecughput calculstor
Tirvw span
TX txtal bnytan
TA thezugrma
£ tete fnnmy
KX thosugepe
~ Checlaum calculeor
RC-1§
& (Muds)

| 2
R 18 DM pwes
BC-18 A156
RN
Bk shatbyiew
UM ¢
SLIM-14 Trne anste
A V% e vk
¥ log stetiics
Lae coant
Racced coumt
Recsrd fie wve
mdex (e w0

ne welssticn

np sslactee

e pelerten
nw wehertisn
nu slactice
ne sbertion
nw pelecten
e vebectisn
nu sslscten
nw wberten

nw pybecrn




Serial Terminal B SR . ...

| Eile | Edit View Session Help

Serial Software Sniffers I = W D-s-2-H-R-ATIW-mB
- Tap: [2004:003 10 Ninja Serial Tap ~] 65 /I saud: [sa00bps ~] S

L ‘ <DIR . | -
Oca e » D8R . e ———— @ Serial tap @004:003 IO Ninja Serial Tap % | Information g X
' * 19:86:22 +90:00.000 '/ Session started Property Value -
IO r\“NJA '\fr‘ 18:86:22 +08:008.0818 [+] Opened port @@e4:883 IO Ninja Serial Tap baud: 38488 bps DTR: off 4 Serialta B
Remote over SSH PO |10:06:35 +00:13.976 5200 B2 56 @d A L.
Serial po ’)—)(\V 10:06:36 +60:13.986 2880 82 41 3c 56 33 2e 38 31 2b 4e 4c 3e od .A<V3.B1HNL. S=milus 00:02:57
[) N |12:86:36 +8@:13.986 Status line(s) changed: DSR: on CT5: off TX total bytes 33
o . FoR RS252 19:86:36 +88:13.996 Status line(s) changed: CTS: on TX throughput i}
Serial Hardware Sniffers ~ ST [TRT R oo ooz ¢ cooo o2 47 45 50 o T
v 18:06:38 +09:15.926 5800 B2 41 31 39 32 2e 31 36 38 2e 31 2e 32 35 38 6d .A192.168.1.258.

RX throughput 0

19:86:38 +88:15.936 Status line(s) changed: CTS: off

. . R "J.WLH 10:86:38 +88:15.956 Status line(s) changed: CTS: on DTR off

IO Nana Ser-lal Tap 10:86:40 +08:18.166 9000 02 47 44 49 @d .GDI. RTS on
18:86:48 +88:18.176 2086 92 41 31 2e 30 2e 38 2e 32 6d .Al.8.8.2. DSR an

19:86:48 +98:18.176 Status line(s) changed: CTS: off CTS on

. 10:86:48 +98:15.196 Status line(s) changed: CTS: on 4 Throughput calculator =
Generlc Dual COM Tap 10:86:44 +0@:21.546 ©060 @2 47 5@ 4e @d LGPN. . .
10:86:44 +0@:21.546 @260 @2 41 31 38 3@ 31 ad .A1801. Jliin=Epan DoEEiEctig
16:06:44 +8@:21.556 Status line(s) changed: CTS: off TX total bytes no selection
10:86:44 +88:21.566 Status line(s) changed: CTS: on TX throughput no selection
EZ'Tap Pro 16:06:48 +88:25.776 2060 @2 47 46 45 od .GFE. RX total bytes no selection
10:06:48 +8@:25.796 @000 @2 41 3@ 2e 32 3@ 32 2e 3@ 2e 31 2Ze 31 34 3@ 2e .AD.202.0.1.140. RX throughput no selection
8816 33 39 ad 39.

4
Status line(s) changed: CTS: off Checksum calculator

TR BB |t B |t RIR |t |t | Ry

10:096:48 +88:25.796 ~ -
I / I Har ware Tap 10:06:48 +80:25.796 Status line(s) changed: CTS: on CRC-16 no selection
10:86:54 +88:31.526 2080 82 47 42 52 ed .GBR. CRC-16 (Medbus) | no selection
16:86:54 +80:31.526 BEeE 82 41 37 ed AT CRC-16 (XModem) no selection
18:86:54 +88:31.526 Status line(s) changed: CTS: off CRC-16 (USE) no selection
O us na Zer 18:86:54 +88:31.546 Status line(s) changed: CTS: on . |
CRC-32 no selection
10:07:10 +88:47.720 8080 82 47 47 49 ed .GGI. ; B
10:07:10 +80:47.730 8000 @2 41 3@ 2e 3@ 2e 3@ 2e 31 od .AB.2.0.1. [Pt checksum ne EE'EthC”
10:87:10 +00:47.738 (3] Status line(s) changed: CTS: off SUM-8 no selection
18:87:18 +8@:47.738 (0] Status line(s) changed: CTS: on SUM-16 (little-en... | no selection
< o [ SUM-16 (big-end... no selection i

Col0 Ofs 0000

Capturing Ln0O




Serial Terminal

Serial Software Sniffers
Local
Remote over SSH

Serial Hardware Sniffers
IO Ninja Serial Tap
Generic Dual COM Tap
EZ-Tap Pro

12C/SPI Hardware Tap

Modbus RTU/ASCII/TCP Analyzer

MAX10 FPGA &3

3 0 tinja
Ble fdi  Yiew Jession |elp
*‘....-'I.Lj. "-4:' g e &

T | @O03.003 IO Nefe TIC/5PI Top
18 12c ©002:002 30 rans L2055 T

a2 , Sesalce starced

L

Bl 1
i 33T szast (vwite, 13C 10-Biz scdzess: 0x344)
4 £4 €5 EE £V &

W I3C swop
k) 33C wtazs (resd, I3C 7-bit wddre
€5 &1 €2 B e
i34 @) I2C stop
74 Rl T30 stert (write, 13C 10-bit sddresst Ux3dd)
454 24 ¢4 €5 Bt 47 &

54 @] 13C sop
33C stast (tesd, 13T 7-bit sddcwse: 0x33|

€ 1l

e

-

¥ Opensd tap device BO213003 10 Binga I2T/SFI Tap
O] TPGA firmware 18 up-to-dete
s () Saroware baffer clsazed
¢ Capture starces
K 3 130 7-bit eddrwen: 0x33|

sabicd

sabod

Sdaton

Property

¥ LUSH commedttn
Semzion ime
TX votal bytes
TX thecughpat
RX bokal biytes
X thegughput

v Thioughput ciculator

g 30N

[he [d¢ Yew Jewion e

Taot | 90000310 Mrge 199 Tp

3 51 0002003 10 g 12051 oo
. 212420 Sezaion srarzed
5 Cpened zap device 003
TP firewere 10 5p-
Sardware buffer clesred
Capaare sTarced
91 85

veasaas

,j"f'h'J’,"-j-: e B )

T0 Minje T2C/50T Tap

3 ¢ I
- . *
i i
7] B4 T
N .

a
- &
Yalue
000020
)
Q
%
[
-
hrsaten
| | Propeny Vake
~ USE connecton
Semin time 2000 V4
Thtotal bytes 43135371
TX thoughpet 20872
= BXtotel bytes 43803781
K throwghpnt L0200
v Throughpat calculstor
-
v
v Loy statntes
Line count 604330
) Peccrd cowm 35T
. Record e sue 113510532
N ndeflesge 4081500
. v
e 4 i« »

in 1,016,730 (s 55



IO Ninja E=gEEE

File Edit View Session Help
D'Q'E'@'Qi‘?ﬁ{@} Port: COM1 'f@?ﬁ

Serial Communications |s—x

70 24 00 00 £f ff ff ff £ff ff ff ff ff ff ff ff 81 &.......c.c.....
00g0 01 5 bd 9746 2 aae..

2017/08/04 16:14:14 +00:00.000 § Session started -
e =ﬁ Capture started on port COML i
_ﬁ Port opened
[~ a1 i 5= — _ﬁ'_'l Set baud rate: 9600 bps
Session WMaster ercodeg: [TF-3 =/ | §@0 Set BTS: off
¥ LogEngine [ Propety T iveloe "~/ | §@ set DIR: on
;":;:&'w" ‘ Read mode Wait for the 15t char _53 Jet data h]_-tﬂ: g h-:!.ts =
e ‘ SRR O o7 |@ Set stop bits: 1 bit
v Transmit | Read paralislism 4 _53 Set parity: None
. 0 Text Transmit | Read block size (B) 96 _53 Set flow control: None
Ser]al Term]nal Binary Transma ; RX buffes sce (8] 16384 'Ol Set baud rate: 9600 bps
File Transma . X bulfer size (8) 18384 Ol Set RTS: off
Add-on Plugirs : Keep read blocksize ] Foise 'l Set DIR: on b
S . l S f S ff Privecy , Keep write biock size (] Fake 31 Set data bita: & bits
er]a 0 tWa re n] ers G mﬁ:‘“‘mg | X bufier full notificatic.. [] Fabe _5j Set stop bits: 1 bit
Farty | [ Modbus Anatyzer :ﬁj Set parity: None
Colon , ropocet oo Lot |@ Set flow control: None
» Local | — “’"“""‘::’0 g @) Set RTS: an
| .‘lm’ gu"‘u:n"::m.n:'smm': |+ 0000 01 03 10 00 00 40 40 f2 ... ge.
» Remote over SSH |ty o e P . mrmasciet [
f ::,::m‘:,mgﬂ lgzms’]‘:’fﬁ‘ﬁ.ﬁ;‘, Function: 0x03/3 - Read Holding Registers
. ‘ Surlel status b changes 4 True Address: 0x1000/4096
» Serial Hardware Taps | ewineenor 4 T o | comm: e
» 0000 01 03 80 00 00 00 00 B5 48 00 00 80 B0 00 00 85 .....oooHowwoows
gt » 0010 4c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Toeenoweenonona.
> IO N.inja Sel‘ial Tap — | A » 0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeeeeeeeenanan
Ritie » 0030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «ueeeeeeeeenanas
. » 0040 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 wueeeeeeeeenanas
G . D l COM T Restore M Defaits I Ascly M » 0050 00 00 00 &F 26 df 00 Bf 2Ze 6c 00 89 7a 00 00 82 ....s0...l..z...
> eneric bua ap 1 » 0060 15 3f Oa 00 00 00 00 00 00 OO0 00 16 07 07 96 10 .2eeeeeeeeenanas
>
r
> EZ-Tap PrO 2017/08/04 16:14:20 +00:05.844 %) Address: 0x01/1

Checksum: 0xD&37/54935 [CK]
Function: 0x03/3 - Read Holding Registers
12C/SP1 Hardware Tap
[+] Values [64]
aoo0d 01 03 20 00 00 40 4f fa v .. @0.
0 +00:05

Modbus RTU/ASCII/TCP Analyzer s © s o

Function: 0x03/3 - Bead Holding Registers
Rddress: 0x2000/8192
Count: 64 3

[
1=,
=
o
s
1=,

R | ra
=1
+

=1
=
=1
a

oo | o
n
W=
v

Fl

log | Terminal

Capturing Ln 68 Col 33 Ofs Ox0004 Len 53




TCP ;ﬂ,‘fm _
» TCP Client

» TCP Server 2
» TCP Proxy el

» TCP Flow Monitor :

fie §ot Yiew Sesion Melp

e
D-%-2-H A8 & weoo =

|
.

2l A8 8 e arsases

4 W) Lisvening on (13) 15080
1 &) Client ccanected

S¢ %0 2f

File Edit View Session Help

D-2-B-BFA 8 &

e
o
bk

from IIGBO'IGMO diée:a986: MMH:E!!Z‘

GEY 2ITP/3 .2

10 Ninja (UNREGISTERED)

Address: |tibbo.com:33118

B ror e 301 -5 shko

netil *

4
3

41 53 56 Oa Oa

N-%-2
ﬁmo -]

4 B Liavening on [13) 15080

Feres

47 45 54 30 3F 20 42

Qs + Do

4

UDP
» UDP Socket (supports broadcast)
» UDP Flow Monitor

SSL & SSH
» SSL Client e n
» SSL Server
» SSH Channel

TCP tibbo.com:21 »

> drwx--x--x 5 1008
Gl . - 1 1008
> -IW-r--r-- 1 1008
> -IW-r--r-- 1 1008
P -IW-Tr--r-- 1 1008
> drwxrwxr-x 2 1008
(Gl e 1 1008
> drwx------ 3 1008
> drwxr-xr-x 7 1008
>

1008
1008
1008
1008
1008
1008
1008
1008
1008

TCP tibbo.com:33118 x |

(5

4096 Jul 6
945 Jul 6

24 Dec 4
376 Dec 4
124 Dec 4
4096 Jul 6
3793 Dec 4
4096 Jul 6
4096 Jul 18

09:49 ..

11:36 .bash_hist
2013 .bash_logo
2013 .bash_prof

2013 .bashrc
11:36 .mc

2013 .screenrc

09:41 tmp
10:17 www

Disconnected from 93.174.104.89:52221 (reset by remote node)

IwmoA
Wk e e T O

oL

v
..
-

w
[

-

ed
&) Resolving tibbo.com:3311

1008
1008
1008
1008
1008
1008
1008
1008
1008
1008

MW R e e )

>
>
>
>
>
>
>
>
>
> drwxr-xr-x
>

&' Connecting to 93.174.104.8

1008
1008
1008
1008
1008
1008
1008
1008
1008

945 Jul 6

24 Dec 4
376 Dec 4
124 Dec 4
4096 Jul 6
3793 Dec 4
4096 Jul 6
4096 Jul 18

4 Disconnected from 93.174.104.89:33118 (closed by remote node)

11:36 .l;ash hist
2013 .bash_logg
2013 .bash_prof

2013 .bashrc
11:36 .mc

2013 .screenrc

09:41 tmp
10:17 www

ol = B
m o &

’_
.
-
-
»
>
-

~

Y .

s14G104 » 48 54 4 50 2f 31 2e- N1
. 010 43 €f €e 74 €5 €e T¢ 24
¢ D030 75 V¢ 2 62 14 &4 e =
. 130 73 74 66 23 32 Oa Ce 3¢

‘ 147 45 41 34 3= 0a Jc ¥4 45
) 63 §e €2 €1 20 5% 43 8O ;

Ethernet Hardware Tap

VL(;g l Tem}r;al ‘

Transmit

MTIP/1.5 900 O
Contenc-Type: cext/mrel:cagrseteucf«8

Pcap Sniffer

<TITLE>IC Ninjs ICP Listeser</TITLE>
</HEAD>

e [y R

Te_xtl Binaryr‘ Filer‘

Closed

v Connect il SRbo.net:2l
20 43 75 72 72 &5 €e 74 20 250 ON. Current -
72 70 290 €5 73 20 2 €1 72 direcrory 1a /ar
6 €a §9 Ga 4o 61 04 On shive/ioninia. .,

<0 200 YYPE 13 now
ASCII..
PRIV, .
73 227 Enctering Paa
37  nive Node

IYZE A..

(93,17

1% om N

I TR T

»

0 €5

4s
i<
J=

2 73

< G & scow mPwsises.

0
3a
s
e
45
74 €

&) Client coanected from [fegC:1c390 a1 6e: Q!O“GS‘DU.U:E!125

s 02 san: Rewp-Alive.

T §2 wof-f. . <HTMIS . <

GEY / RITP/3
Acoeps: e

0a eSS6Y45ED) 8
4 DT 1.

O =JTTP/1.1 200 QK.
€= Cantent-Type: te
xr/nemlcharsate

de ETAD>.<TITLE>IO W »
e §5 inja TCF Listene i

e 33 Cof 8 O 200000 San )




Network Communications

» TCP

» TCP Client
» TCP Server

» TCP Proxy

» TCP Flow Monitor

» UDP

» UDP Socket (supports broadcast)
» UDP Flow Monitor

» SSL & SSH
» SSL Client
» SSL Server

» SSH Channel
» Ethernet Hardware Tap

» Pcap Sniffer

File Edit View Session

Help™

h-&-B-B-Q&% 8 &

~ | Filter:

* Device: [Realtek PCle GBE Family Controller - 192, 168, 1.67

udp and port 65535

8] pcap Realtek PCIe GBE Family Controller - 192.168.1.67 % |
15:20:42.408 +00:00.000 ()

Session started

15:28:42.413 +88:80.0885 g

Starting capture with filter

udp and port 65535...0k

15:28:43.413 +08:81.085

[+] UDP 192.168.1.78:53445 >
@ee@ 5T 5b 3@ 2e 31 2e 32 2e

B@le 58 43

192.168.1.255:65535 (18 bytes)
32 2e 32 2e 32 3@ 32 5d _[@.1.2.2.2.282]

PC

15:28:45.813 +98:82.605 [

[+] UDP 192.168.1.67:64867 >

@ee8 5T 31

192.168.1.255:65535 (2 bytes)
?

10 Ninj

R 121600
09100, 500
+0a 191,802

3110
31131597 808180

SULLIST <0108 552
3111157 «98 181,582

¢ NI AN
B Sl AR b

v08 |83, 887
51 +00181.682

+00 (00,407
80100 547

+00 183,504
00183, 004

+28 10). 490
b1 00,800

+301 80,883
+He 1805

408100 8Y
&)

480195368
4 +80 193,300
420126000
80126, 000

+88) I8 80%
+88126.009

N P O TN TR TR T TR P

-2

164867 (26 bytes)
@ 32 2e 3@ 3@ 33 [@e0.001.802.083
.004.102]A

.1.67:64867 (26 bytes)
1 39 2e 38 38 31 [@99.936.119.881
.127.841]A

164867 (26 bytes)
7 37 2e 3@ 33 30 [090.024.077.030

barsoiatiadlL

Dy @y By B BeQ B 3 8.8 &
All Pt acapters B tocapen: o B s
: 09 mtomess
Sassion Prtwerty Vaue
Opened socket at & v UDP
To 192.168.1.255:65535 {2 byes) sochat
L =7 Session time 00:03-07
From 182.160.1.101:65535 (2% TX total bytea N
o MWW NN :nuannn 1000, 812,022,831 e 3
o XWRWERR (056,251 !
From 192.166.1.101:65535 (25 nn-s_ AX total bytes an
D0PD 53 39 30 30 ¢ 20 33 30 2F 31 31 39 2€ 30 38 37 (DO, 036,119, BE2 _AX threughput 0
P10 28 31 34 35 J¥ 18 34 38 30 41 L 149,814 o oo
From 182.160.3.101:65535 (26 ! oughput
Ponb S8 M 30 36 JE 30 XY 36 JE 31 4300 JE 3a 36 32 1009, 036.110, a2 Time span 00:06:00.000
2010 2 32 34 30 JE 30 30 33 3D 41 , 240, 80314 TX totat bytes 0
Fron 1.0.9,1:65535 (25 bytes) > e
8000 S8 38 30 38 J€ 30 33 36 2E 31 31 39 JF 3N 38 32 (909,636, 113, 052 N Meoughine | Reagiciont n
M1D 2F 31 39 31 28 32 37 34 30 41 L1901, 220 RX total bytes 25
W] 15'3':'3';:”’»’12“46 T o 36 1064836, 310, b REBRhEA —alemie
131 30 26 30 36 1004, 836, 310, 058
$0te 3E 35 36 34 2 34 36 32 50 41 154, 882)A ¥_Checksum caliuisor
From 152, 166.1.202:65535 (28 tytes) S CRC-Y |F200
%000 53 34 30 30 1€ 30 30 30 2¢ 30 J0 30 2¢ 31 31 31 {009,890, 900, 111 CRC-36 (Modbus) e
39 30 39 3¢ 31 38 30 30 41 .00%. 18014 s
I80.3.58:85535 (26 bytas) CRC-36 (XModem) azre
38 3 39 3¢ 30 33 36 2E 31 31 30 JF 38 36 31 [00d.ad6. 410,881 CRC-18 (USB) ==
31 30 33 JE 30 35 38 50 4% RN cRc-22 25030430
L 1165535 (28 bytes) = !
32 39 22 2F 30 37 15 2€ 33 30 36 3¢ 32 35 31 [252,875.188. 253 1Pv4 chackeum 13249
RN MENNI0a V214,1771A Sum-8 (5w
';Shss u’:éf.'mi 26 30 38 38 3F 335 31 250,875, 88,2 A8 Eot-enday | INee
> 875,388,253 - o
32 31 3% 3¢ 30 35 39 50 41 ,215.856]A SUM-16 (big-endien] | 20064
1068,1.2551 65535 {1 bytes) v Log suaistics
Yo 192.168,1, 255165335 120 Byves) : Ue count s
- W 1. 1 {1] = 1
SB 30 30 3 JE 36 3T 32 2F 30 32 32 2E 3633 _[000.912.002.€1 Record count 3
26 30 35 36 2€ 32 32 35 50 38 43 3.656.2251RC Record fia size 70
.168.1.101:65535 (B3 tytes) Index fle size 202
39 3¢ 39 2E 30 31 32 ZE 38 32 32 € 30 33 33 089,012.922,013
36 39 36 IC 32 32 35 50 A1 20 52 2A 20 38 IN 0%, 729) ReRes 00
26 88 20 43 3A 10 30 30 10 10 30 30 34 20 47 /kh A:00N0N4, B
3 30 30 38 30 38 38 34 2C 50 43 34 30 I8 30 00000084, PC: 00

.844.136]A

68.1.67:64867 (26 bytes)
51 39 2e 30 38 31 [@@0.0836.119.881
.245.126]A

.1.255:65535 (26 bytes)
24 2e 31 30 32 5d _[8.1.2.3.4.102]
X|@151da2f

.1.255:65535 (27 bytes)
24 2e 31 30 32 5d _[8.1.2.3.4.102]
50 PC|@151da3e

.1.255:65535 (3@ bytes)
82 30 2e 34 34 2e _[B.24.77.80.44.
61 33 31 136]X|8151da31

164867 (186 bytes)

80 32 2e 3@ 3@ 33 [000.001.002.003
Bc 45 4d 31 3@ 3@ .0e4.182]A<EMlee
34 35 31 32 39 @-3.60.80:/45129
33 38 2d 61 61 d99-1bBa-4138-aa
62 32 38 61 2f de-bl4ad2138b2ea/
28 54 65 73 74 Sock Object Test

s|@151da2f

4

Ln 40 Col46 Ofs0x002d LenO

Transmet

000, 912,022.01).956, 22515




TCP

UDP

SSL

Ethernet Hardware Tap

TCP Client
TCP Server
TCP Proxy

TCP Flow Monitor

UDP Socket (supports broadcast)
UDP Flow Monitor

& SSH

SSL Client
SSL Server
SSH Channel

Pcap Sniffer

] ssH ioninja.com - 1O Ninja

E‘:I' 55H ioninja.com

£3 10 Ninja
File Edit

N-%-2-8

4

View Session  Help

Address: | ioninja.com

254

D

3]

i

i

@ 0 ole e o e e

[

R R R O A A A AR AR === =

Fe R~ R R R

<

Transmit

rootn

Text Binary File Script

Session started

Resolving ioninja.com...ok (
Connecting to 184.236.152.161:22...

Performing S5H handshake.. .ok

Performing SSH authentification...ok
Opening SSH channel.. .ok

Regquesting PTY...ok
Starting process...ok

5SH channel
paaa 57 65
75 28
4E 55
31 36
34 29

8 74 61

vl

2F B8
a0 BA
28 20
a4 73

@

E 63
3A 28
F 75
GE 74
68 2@
67 65
BA 28
75 R2

]
:

S )
E I I I I R R
)
al

nom Qomom

it
(=]

established
6C 63 6F 6D
31 36 2E 38
2F 4C 69 BE
2D 67 65 BE
e aA aD aa
74 69 6F BE
65 BC 78 2E
28 24 28 4D
28 20 28 68
63 61 78 65
6F 6D aD aA
28 28 28 28
62 75 6E 74
61 67 65 @D
75 64 28 73
55 62 75 6E
26 43 6C 6F
28 28 28 B8
75 RF 74 75

34
75
65
28
3A
75
61
74
28
28
75
A
75
74
75
74

62
6E
74
63

75

F A3

BE

6E
53
68
6F
26
41
47
3A
I

mount

ping
pingé

¥ Checksum calculator

umount

https: z 16 no selection
6F BE 69 63 61 6C  dscape.canc 16 (Modbus no selection
75 7@ 78 6F 72 74 .com.. ¥ 5 6 (XModem) no selection
74 74 70 73 3A 2F  : ht s o cclection
60 2F 61 64 76 61  fubuntu.con == =
20 47 65 74 28 63 ntage.... no selection
72 74 2@ 77 69 74 loud suppor Pvd checksum no selection
64 76 61 6E 74 61 h Ubuntu Ac SUM-8 no selection
75 65 73 74 3A @D  ge Cloud G SUM-16 (little-endian) | no selection
2F 2F 77 77 77 2E http:, <l = - T
_ - v SUM-16 (big-endian) | no selection v
2F A7 75 73 A9 AF  uhuntu.com

> ¥|| <« >
F X
104.236,152.161:22 Connected Ln 3 Col 26 Ofs 0000




TCP
TCP Client
TCP Server
TCP Proxy
TCP Flow Monitor
UDP
UDP Socket (supports broadcast)
UDP Flow Monitor
SSL & SSH
SSL Client
SSL Server
SSH Channel
Ethernet Hardware Tap
Pcap Sniffer

Filter

S Ethernes @002:0

10 Nirys
Edt View Session Help

vig*D2-H 34 23 B-p @

=  Tap OO3:006 10 Ninga Ethernet Tap

Tap

5] ARP 192,168.1.41 « roguest: who hos 192.1066.1.99

5) ARP 182.108.1,26 - regquest: who-has 192, 100.1.58
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OUIL 65 0O 63 00 68 B0 S 00 BF 08 Gc PO &Y 00 £ OR e.c.huna.ll0.g. TX throughput | irsulhicimmt Uime sp
POIR 70 €8 10 A0 49 00 Se @0 £3 08 y. d.0.¢. RXtotsl bytes 38

oeay
0020
(L
Device dosed
. Session ttlﬂﬁ

» USB Control Endpoint Terminal B LR

CRC-16{Mod... Dase

( | X thraughput | imsuthicimt time sp
F v Checksum calculator
| CRC-16 069

Device opened: bus 803:802 1D 84%e:078¢ Microsoft Corp. LifeChat LX-3008 Hesdset CRC-16 (Mo... bbS8
Settings Type: 68 Coce: 96 Value: 0301 Index: 9008 CRC-15{USB} 551
i 0010 70 80 45 90 Ge B0 55 60 §3 00 74 00 72 00 £F 08 E.1eic.t.r0. RCA2. e
v prverrr ie 16 “ 6¢ i3 74 v oEsleliCet o0,
Seszion Master encoding: |UTF8 1| B 2020 se 0o 63 ee 63 89 71 00 20 88 25 BO 6e @@ £3 09 n.i.c.s. .l.n.c. SPwV cherksum. {5245
v [Bropeety Vakia le 0030 20 60 20 98 20 08 20 06 20 08 20 08 20 @6 | SUM-8 66d
Timestamp & kon | Type: B8 Code: 86 Value: 2382 Index: 0208 SUM- 16 (ittle-... 66d
Binary Data | USB Controf Endpoint fs 0860 36 63 44 90 63 I 63 9 72 00 6f IO 73 68 £F 00 E.M.1.¢.r.0.5.0, | SUM- 16 (big-e... 66400
- 8 v Connection s 0010 56 80 74 90 20 PO 4c 00 £3 08 65 PO &5 00 33 0@ f.f. .L.i.f.e.C. % G
va"’m"" Device 003002 Microsoh Corp. LiteC.. | | [l}# P990 68 88 61 00 74 00 7@ @6 4c O 55 00 20 60 35 0@ h.a.t. (L.X,-.3 O
| ls 2023 38 0 19 9E 38 B8O 0.2.0. Line count 32
Test Trmnsma | Aute-detach ] True i Record count 20
Binary Transmit | Direction In ’ l
Ede Tansmit | Rech z Record file sze 240
Add-on Plugins ‘ Type Standard J -
Prwvacy | 5
Jancy | e 31 3131 31 3£ 31 31 31 31 31 mnnannmm
v Appestance | ! 131 3131 31 31 31 31 31 31 31 unnuun
Mhm ‘ index ;-S:"m" 3131 31 31 31 31 31 31 31 31 1MNHNINNY
ph | et Address 3131 31 31 31 31 31 31 31 30 g
Gt Descptor
| Set Descriptor
| Get Configuraton
| Set Configuration
Get interface
Set Interface Opened nis Cal83 Ofs 0002:0025 {38)
Restore Defautts foply  Apply SRebuldlog
Restore Al ettt o ] come | aowm |




J-Link RTT Terminal

[} J-Link RTT - 10 Ninja

10 Minja (EVALUATION)

File Edit View Session

Help

h-¥-@-B-B-Q& I

Connection: | USB

[ 3tinkrTTUSE

+ |+

+ |+ [+
= o |co oo &

+ |+

Ld |l (Ll (R |8 00 G

oL
e fun

4

o

oy

LY e R Y T R T

oy

o
SRR QRPN PR R DR PR DR
®E O30 00000000000 0050053

+ |+

+ |+ |+
@ [ @ |k

G| O O OO U0
)

“ | oo

oL

S O N S Y '

RV AR YR VR FTRARYR YR AUV ETYR VR NTR FUVR YR VYR LRV FUVR YR YR FFYR TR [V NI
+ |+

oL

o
A A A A A A A A A A A A A
+

R QR QPR DD DR DD PR D P
®E OO0 00000000 000 0050053

.

oW oW W oW W w W W W v v v |

~ | Address: | localhost

Session started
Device "STM32F2@7VG" selected.
Found SW-DP with ID @x2BABL1477
Found SW-DP with ID @x2BAB1477
Scanning AP map to find all awvailable APs
AP[1]: Stopped AP scan as end of AP map has been reached
AP[@]: AHE-AP (IDR: @x2477@811)
Iterating through AP map to find AHB-AP to use
AP[@]: Core found
AP[@]: AHB-AP ROM base: @xE@BFFe@@
CPUID register: 8x412FC238. Implementer code: @x4l (ARM)
Found Cortex-M3 r2p@, Little endian.
FPUnit: 6 code (BP) slots and 2 literal slots
CoreSight components:
ROMTh1[@] @ E@@FFe@e

ROMTb1[@][8]:
ROMTb1[@][1]:
ROMTb1[@][2]:
ROMTb1[®][3]:
ROMTb1[@][4]:
ROMTb1[@][5]:

Established J-

@@@a 1B 5B 32
@ale 5F 49 4E
@@2@ 38 33 32
44 6C B9
3B 33 32
44 6C B9
3B 33 32
eave 4A eC g9
@@s@ 38 33 32
@a9ae 4A 6C 69

@ 3B 33 32
2B@ 44 6C 69

@ 3B 33 32

E@eeEeea,
Eaealeaa,
E@ea2eea,
Eeeeaoea,
Eaadaaaa,
E@edleea,
Link RTT
3B 33 32
49 54 28
6D 54 &5
GE 6B 28
6D 54 &5
G6E 6B 2@
6D 54 65
6E 6B 28
6D 54 &5
6E 6B 28
60 54 &5
6E 6B 28
6D 54 &5

e ~ b

CID:
CID:
CID:
CID:
CID:
CID:

connection to SEGGER

60 54
29 @D
73 74
3@ 1B
73 74
31 1B
73 74
32 1B
73 74
33 1B
73 74
34 1B
73 74

BleseeeD,
Bl1@5SE@aD,
BlesEeaD,
BleseeeD,
Bl@s59aaD,
Blesoean,

49 42 42
@A 1B 5B
3A 28 48
5B 38 6D
3A 28 48
5B 3@ 6D
3A 28 48
5B 38 6D
3A 28 48
5B 38 6D
3A 28 48
5B 38 6D
3A 28 48

b
5t

PID:
PID:
PID:
PID:
PID:
PID:

4: 5:
38 &D
65 &8C

an aA

65 8C

ah aA

65 6C

eD aA

65 &8C

an aA

65 B8C

an aA

65 8C

@a2e6e88 SCS

BA2EEEA2 DWT

@a2BB@A3 FPB »
@a266881 ITM t
BB2BB923 TPIU-Lite
@82BB924 ETM-M3 |
J-Link ARM (S/N: 5944
4C 4F 47 .[2;32mTIEH
1B 5B 32 _INIT()...[
6C 6F 28 ;32mTest: H
1B 58 32 Jlink @.[om
BC B6F 28 ;32mTest: H
1B 58 32 Jlink 1.[om
6C 6F 28 ;32mTest: H
1B 58 32 Jlink 2.[om
6C 6F 28 ;32mTest: H
1B 58 32 Jlink 3.[om
BC BF 28 ;32mTest: H
1B 58 32 Jlink 4.[om
BC B6F 28 ;32mTest: H

Device: | STM32F207VGE

Information

* | | Property

| Setngs

v Al
Seszon
v Log Engine

Tm

Binary Data
Teerrwal
v Transma
Text Transmit
Bnary Transn
File Transme
Add-on Plugin
Privacy

I3y

Scnpt ng
v Appearance
Fonts

Colors

Restore M Defmits

amp & lcon

~ JLinkRtt

Session time
R¥ total bytes

Tirme span

TX total bytes
TX throughput
RX total bytes
RX throughput

v Checksum calculator

16 (Modbus)

CRC-16 (XModem

CRC-16 (USB)

Property

v Ca

ot

v T

* Throughput calculator

no selection
no selection

no selection
no selection

no selection

no selection
no selection
) no selection
no selection

v [l )-Link RTT

noection

Connection type

Device type

Intarface type
Interface speed (ki)
T

Auto-detect RTT address

RTT channed

v Huffenng

Read block size (B)
RX basffer size (B)

Read thread delay (rm)

v Logfilter

4

ink o 1races

Link error traces

foentore Dafauits

Master encodng: UTFS

Value

pggerjlink sdk-£.821 m

uss
STMRF20NVG
5WO

4000

& True

Apoly & Rebudd Log

Layers



Ninja Scroll (Logging Engine)

Intuitive, beautiful, and lightning-fast!




Ninja Scroll Features

310 ninga
Eile  Euit  View Jesson Help”
N-9-2-A-R- QA2 R 8-u &
Fiter: fore
° 3 ° . ° ° ° E-{“:sm ¥ | w Ts
Efficient with huge logs (limited by disk size only) |« 0 o mesemman A
¢ 0210 S CP OO BN O PO OCRP O D DO DOORROOR OO B L......iieeiiane
. . . . + 9N F 4 S, 517 I SRR T Session tane 01:07:3
» Interleaving textual and binary messages in a single ot e ot ol ok ot towbge e300
. 0090 20 00 00 00 08 0O 00 00 20 00 00 00 01 00 VO B L....iie eirans TX throughput 1393957
Cont]nuous log Sheet ¢ 0e59 ©3 0B 90 82 84 (7 ©4 49 01 90 00 00 17 @3 07 32 .....¥.I...,..% FX total bytes £05,028,872
. Défa 25 F1 22 90 00 BQ O° 20 12 20 B0 °f °Q o0 20 & Kosildivadiada qu"ow,vu 1,393,597
¢ OETA @5 0D 00 00 00 MO 00 0O 10 00 G0 OO B0 O BB BB ..., ierrrrerane
» Merging adjacent data blocks (configurable) S S R A .
¢ P840 S5C 00 76 B0 SC BO 51 00 B4 96 69 P8 6D 0 5% ™ \.v.l,a.d.i.m.i. v l.ogmmms
» Foldable records © Db 5108 5C 60 72 60 6 00 41 00 60 00 66 90 6E 80 +.\.v.0.00m. 0. e iy
_ v Geth 35085603 8945 00 3¢ 00 02 8003 80 37 08 SAModmcr. Racord flasize /' 141809 302
> Deta]l pane (When needed) « PEFe 2D OB 35 B2 65 00 35 GO 32 9@ 20 0@ 33 09 39 e  -.3.e.5.2.-.3.9. Index fle size 333,409,752
¢ 0162 GEGR 36 B2 D EE G200 63 Q@ 33 ER IT A WL B F.6.-.b.c.3.5.-.
. . . an‘:'l 39 @2 63 00 32 69 54 00 63 0@ 34 00 61 9@ 39 M@ 9.¢.2.d.c.4.5.9.
» Relative timestamps ST W T T R T L e
. . . e 47 D8£ (D08 OE NO9D €8 CVSA AC OB CC B ORFS Brnnr o b
» View data as plain-text or hex-view 090 357306 09 60 b0 06 W0 00 0 20 00 00 90 09 09 K..__LL.LLLlL.
. O'l:bi‘ 23 00 00 B2 54 €7 04 42 92 00 B0 20 20 60 C7 2& ...d.!.‘-;-.
» Find text/bin (also, across merge boundaries) e droddhatind babotededebal i Bosion o
: T o T ST m——
» On-the-fly calculations of offsets, length, + 0610 5 G0 6008 60 00 08 00 8 00 00 00 90 60 80 08  onnrirririns
. 4 9920 D8 FS CD DB SE B8 OD E8 £8 5A AC 86 CC S8 D9 F3 Weeoeid Wevaoed a
checksums of selections © o7 2570990 00 0900 90 2000 P W W K.l
. N . . 0(95:1 @300 00 89 54 C7 84 45 02 80 00 08 30 00 C7 OF  _.... ii ..... A
» Multiple modes of copying binary data (hex, text, Qe ooyt -ttt I S0 R g
C-array, save-to-file, etc.) <1 === 24
in 73,757,328 Cod 30 00077




Ninja Scroll Features

Efficient with huge logs (limited by disk size only)

v

Interleaving textual and binary messages in a
single continuous log sheet

Merging adjacent data blocks (configurable)
Foldable records

Detail pane (when needed)

Relative timestamps

View data as plain-text or hex-view

Find text/bin (also, across merge boundaries)

vV v v v v VvV Y

On-the-fly calculations of offsets, length,
checksums of selections

» Multiple modes of copying binary data (hex, text,
C-array, save-to-file, etc.)

5310 Ninje
bile Edt  Mew Session Help

O-¢-2-B-B-Q3 -0 @

B rersmon x

17044099 422 481000 422 4 server file opened
File name. \crashpad 136568 QKGMSOITIITTAGFS
OxFFFFESOINIE20000
\Device\Marddiskvolume?\Program Files (x06)\0cogle\Chrose \Application\chrome exe
PIDY 136580
17544295 401 401 40 436 @ Client file spenad
file nem=: \croshpsd 136500 QKOMSOITIITTAORS

File 0
Precess:

File ID, OxFFFFBS@1SVE2A288
Process:  \Device'\HarddiskvVelume7\Pragram Files (x86)\Google\Chrome\Application\cheome. exe
P10 130500

17:84:35.509 +a1:an. 422 & Server file opened
Flle tame: \crashpad 136568 _QKGPSOITITTTAGFS
BxFPPPBsOLI4AGAERO
\Device\HarddizkVolume7\Progras Files (x86)\Google\Chrome\Application\chrone. exe
PID: 136812
[17:84: 55 500 soizan ase ) Pile 1D GxPrrFBS0100229000:
17184735.511 +01748.455 + 0690 02 09 0P €0 20 o0 O 60 00 0D 00 96 0@ 89 09 80
¢ 00N 08 OB 80 B9 G &6 O 80 00 03 D0 O 00 06 69 00
L2000 00 M0 B0 gy . ) .
17:84:9% 501 +01 a0 458 00 File ID @xFFFFOSO8108€24288; Pipe transaction: TX:1 36 Bj RX: 12 8
17082005 500 401 a0 458+ nO0e G2 0D B0 00 00 20 DO 80 00 G0 00 00 00 0O 00 o

file 1D:
Frocess:

COMIn 00 00 00 00 00 00 DI B0 00 00 00 00 00 00 &9 M
¢ DEIR 89 09 00 80
17:34:35.585 +01148.458 + {206 6O 08 00 9@ @ @O 08 ¢ M &0 B0 86
07 iR4: 35,000 Wi an e (D) File ID OxFEFFBS@100£39008:
17.84:95 311 40148 455« G000 90 99 00 20 DO S0 DO 80 B0 0 09 80
17:44:35 521 wm1-an.45¢ () Coanection closed
17:44:35 913 491240, 458 File ID OxFFFFBSO100£2A288: File cloved
17184535, 616 +I1148,555 File ID @xFFFFDS@114A44E03: Connection accepted
17 44035618 10140532 ) Client file opened
File name: \crushped_136580_(KGEOITIITTAGES

................

File ID:  BxPPFFDIS1SDL56238
Process:  ‘\Device\Harddickvolume7\Program Files (xB6)\Geogle\Chrome\Applicaticn\chrome. exe
p10: 128520
17:84:05 616 w01 an.55c G rile ID @xPrrrOS@LIAAAALSS;
17084:35.61€ +61(48.556 + 006N ©0 02 00 0@ &I 99 98 8¢ @S FE 61 9@ 6@ DO (I 83
o OULD FE TP W0 R0 3 00 C1L B3 FE TF 98 M0 23 0O C1 B4

............ foer /
+_BO20 P8 7T 0O B0

17:44/35 525 41 40 55= (§] File ID @xFFFFBS@L8@ES6298: Pipe transaction: 7TX: 36 B RX: 12 8
17:44:35 G1F (01:40.556 & 06 20 00 80 00 01 00 R 00 02 F6 @1 @e @3 DO C1 B4
¢ OFIN FE 7r 00 99 15 0O C1 D4 F3 7T 00 00 26 0O C1 D4

CRC-16 (KMadem
CRC-36 (USE:
Che-1

P4 checkaum
susd- 8

UM 16 (letleen_ o
SUM 10 (g endi_ ha

¥ Leg statistics
Leve cowmt
Recoed count
Record file sae
Index fle size

W Cefertitny




Ninja Scroll Overview 5-0-H-2-303 @

Device: | 2021:007 Logtech, inc. Gaming Mouse G300 v| £y @ rece o vl ol wlweln | g

[ use 2001007 Loghech, 3. Gaming Mouze G0 %

L7 A6 A0 RS 00 80, 000 Session started -
L7:46:40.353 +00:00, oax ﬂ Device opened: bus 881:807 ID 046d:c24€ Logitech, Inc, Gamlng Mouse G380
Ti36:51.983 +00:82.208 (3 Interface claised: ID 8:8

j17:40:95.271 +00 0. 208 o laodin; started from endpoint 10 81

146256, 646 <00 B3 4 0000 00 0 Oh B fe T 0O 90 00 0D ON fe Y RO N ... ..DYiuurs Py .
TRT 4 ARI0 00 @0 fd 11 G2 0N 60 00 @0 fc 1 00 00 90 B8 M . .§F....- UPu v en-
aae fb 80 68 80 e fp ff 29 00 88 80 fa ff Oy..... ... @
10 00 20 00 00 00 3 ff 00 o0 o0 > o0 08 ..... by...yply..
v 0040 B0 FF FF I8 FF 00 00 W £F FF FU FF 00 00 00 Te  .5iep...y0ey...b
bOANSA TF 17 11 G0 Ok 00 F 1 16 11 00 60 B0 If 11 16 Fid-..p500. y;¢

Efficient with huge logs (limited by disk size only)

pece ff go o0 o8 fe ff fo ff 00 oo 6@ ff ff f5 ff ea 3. n,c;. ;',e)
3078 80 90 fe #F 76 f7 00 00 90 £ 7 7 ¥f 20 00 08 .p-,'oyu.yyry...
o800 fe £F F0 €f D0 B0 00 7F £Ff 77 £F 00 Vo 0 fe £F bPoy. . 9939, .b¥
PNGE 16 1 08 20 O TF 17 17 £f 08 O 60 11 17 €7 £ &)... 059, . .97
+ 0020 02 0 00 ff £ 19 ff 00 90 @ ff ff 15 ff 02 00 ... 9909...750F..
v Beba ee ff 7 f8 ff 60 ee ee ff ff fa ff so 26 &8 ff ym L

Interleaving textual and binary messages in a single
continuous log sheet

0bco FF F9 #F 00 Ob 00 7f 7 79 FF 00 00 W0 #F #F fa  ghV...yyiy. . iy
v00d0 1F 80 00 D0 O 00 Th 11 90 DO 00 £F I fb fF 0 §.....0 05 . « FF0Y +
+ Wed 8@ 00 ff ff o ff GO N 20 B0 00 fh ff 90 G2 &8 . .jP0y..... ay...
+ oofo ff £f fc ff o e ee ff ff fd ff so 20 B8 Ff ff 3$Y07...9999...5%
+ 0100 fd fF 00 89 08 £F f fc 1f 08 00 80 00 30 TU T P . .. Jyuy . Crmmaa
¢ U000 20 D0 T FT A I 00 00 06 fe 17 Te 1T 00 0 ... 9097, .Bb¥..
¢ 120 B0 ff ¢ fo ff 00 0 00 ff ff fd ff 8@ 2@ 80 f _JUPy...9097...5
130 ff fe #f 08 00 ea ff ff fo ¥ 0@ €0 8@ ff Ff fe Fby...9700... 9%

Merging adjacent data blocks (configurable)

Foldable records

v 0140 FF 00 00 08 fe ff fe FT 00 DO G0 00 D0 fF 1 &0 y...byby..... vy

>

>

» Detail pane (when needed) Gice 7 11 11 11 00 00 da 11 $€ ¥4 11 60 00 30 fo 0 533y 53Ry by L
Sa.750 simec.axr 4 S17% ff 17 00 RHGECOE ST ONNNN 00 00 €1 4 €7 11, |55, SPO- 995 i

» Relative timestamps T — 5

. . . » | ]
» View data as plain-text or hex-view e
» Find text/bin (also, across merge boundaries!) _ —
— . 3 Binary Data Merge
. | Text | Gray r&—\
» On-the-fly calculations of offsets, length, | 4 | Merge strategy: |Use dreshold -

checksums of selections

ms

[+]

Merge threshold: | 1000
[+] Highlight merged packet boundaries

» Multiple modes of copying binary data (hex, text,
C-array, save-to-file, etc.)

Restore Defaults Apply Apply & Rebuild Log




10 Ninja - O X
File Edit View Session Help*
° ° : :
]I lJa C O ea u eS  port: [com1 v| 65 6F saud: [1152000ps | ] [ms] [eme]
Serial COM1 115200 bps % Information & X
16:56:23.491 +80:00.000 () Session started ~ ~||Property Value ~
16:56:23.492 +080:00.000 & [+]Opened port COM1 baud: 11528@ bps DTR: off RTS: off DSR: off CTS: of v Serial
16:56:25.742 +00:02.250 [0 LindORrror detected: BREAK e
16:56:25.742 +00:02.250 (3] Status WNne(s) changed: CTS: on Session time 00:00:15
16:56:25.742 +80:02.250 () Status lihe(s) changed: CTS: off TX total bytes 0
16:56:26.794 +08:83.303 -+ 0080 ©0 @D @A 55 2D 42 6F 6F 74 20 53 50 4C 2@ 32 3@  ...U-Boot SPL 26 TX throughput 0
16:56:26.796 +08:83.364 - 8010 31 37 2E 38 30 2@ 28 4F 63 74 28 33 30 28 32 3@ 17.89 (Oct 38 26 RX total bytes 12,169
16:56:26.796 +08:83.305 - 8020 31 38 20 2D 2@ 31 39 3A 33 36 3A 35 38 20 6D @A 18 - 19:36:58).. — 7
16:56:26.306180.:08 - Be38 363 5 5 8_66 ryl o_hoof -
L . I . . 16:56:27.038
Efficient with huge logs (limited by disk size only)  [5%:5c3 ®onme - o
16:56:27.0330 Fe Edt Yiew Session Help®
. . . . 16:56:27 . 844 = ~ =
Interleaving textual and binary messages in a single pssvef D-%-@-H-B-A 5 3 ®-% ©
continuous log sheet io:55:27.058 e [coms <65 o o [nsoe | @) =)
16:56:27. 102 T3 SedwcoM:11500bos » Information & x
4 3 5 16:56:29. 58501690125 491 +00100.000 |/ Session started
» Merging adjacent data blocks (configurable) 1er50:20.s5leisErs 2 semrenove & 1.1 Opaed perk com | g i
16:56:29. 908 Hald rate: 115208 bps ‘ r—
Oats bits; 8 bits , Session time 00:00:31
» Foldable records stop bits: 1 bit Dtowban 0
Parity: None TX throughput 0
Flow control: MNone | FOX total bytes 2079
. flesd wodet Woit for the 1st cher |
» Detail pane (when needed) Neod fntarvai: ifenlevant Sl 0
TR off -
. . RTS: off | Ccr1s on
» Relative timestamps e - = =
16:56230.59 2.25¢ 1D Line error detected: BREAK ‘ BREAK :
. . . | 102.2% O status line{s) changed: CTS: on }
» View data as plain-text or hex-view 42,25 G Status Line(s) changed: CTS: oft [reTiea e
3 » G080 ©8 80 BA S5 30 42 6F £F 74 29 63 S8 4C 20 32 3@ ...U-Boot SAL ¢ || yme span 9 seection
: # BELD 31 37 2E 3@ IS O AF 637220 53 3D 20 3238 17.65 (Oct 3@ X || TX total bytes eloctivn
5 3 1 * 0R20 31 38 20 20 20 51 39 5A 53 36 3A 35 30 29 WO BA 18 - 19:34:%0).. TX throughg
» Find text/bin (also, across merge boundaries!) D IR MRATI M e s masae 1| e eestecm
+ @343 72 6F 60 28 4F 41 4E 24 60 BA 0D @A €0 B4 5520  rom WAMD...... u KX Sheoughymt i h 7O
. v S0SD A2 6F OF 74 30 32 38 31 37 22 30 39 24 25 ar 43 Goot 2017.93 (Oc || e hedili s
» On-the-fly calculations of offsets, length, P90 7420333 2031 MW I MMWDIIL NI ¢ eaml-1e ||V Cedemaladenr
5 + 8079 36 34 35 38 20 22 3@ 30 38 3@ 29 @D A4 0 BA 43 G:58 +0006)....C || CRC- 1% na selectinn
+ 9050 S8 55 20 20 3A JO A 20 33 33 35 56,20 47 50 20 FU | AGISX-GF GRC- 16 (Mesdbus) dlection
CheCksumS Of SeleCtlonS o G030 7265 70 20 32 2¢ 31 00 A 49 32 43 3A 20 20 20 rev 2.1..13C: | CRC ,._,‘,_,,-,“,:,,, pigac ci,,,.,h
» @BAD 72 65 61 64 70 G0 @A 44 57 41 4D 3A 20 20 35 31 rwady..0RAM: S || CRE.16 USB) BT AR
. . . » BRSO 32 20 4D 65 42 @0 B4 4E 41 4Z 44 3A 29 20 35 31 2 ME.AD: 3 s e O S
» Multiple modes of copying binary data (hex, text, [ o9co 332040 89 43 00 04 0 043 A 1 4 2D O chc
. o BI00 41 50 20 53 44 JF 4D 4D 43 3A 20 38 0D G4 49 6E AP SO/MC: 0.0 || IPvé checkum o selaction
C-array, Sa\/e-to-f] le, etc.) » @58 3420 0 20 2B EE 73 3 36 IS IS MSFBE A nelES3a_ser | | SUM-8 ™o selection
» BeFe 63 61 6C 00 BA 4F 75 74 3A 2020 20 6F 73 31 38 lal..Out: nsit SUM- 15 Tittle-endiion] | no selection
o 0180 35 35 30 5P 73 63 72 69 61 6C 00 @A 45 72 72 34 398 _serisl..brr: || SO Ol nadban) | 1ea sefoction
+ G120 29 29 20 €F 73 31 3§ 35 35 3@ 5F 73 65 72 69 61 ns16550_serds | oot e - '
* B120 SC 6D @A 58 589 53 692 648 3A 28 33 38 42 22 36 1..TPSid: 38D2sE | lqui
+ 0130 3342 34 39 35 43 60 OA 32 7S OF 6L 02 €2 §7 A SB433C..Ruening: | Line count 1583
o ALAA S AF MY SR AR 0T AR TR IE AL AN AL aF AN T4 IDC ruu N u-'v:‘ Record count ',“
| > & Banned bile sine— ANQIT

COMY int a1 e GO




10 Ninja s B
Fie Edit Yiew Session Help

Ninja Scroll Features s s ara s

\nuu: Enter 8 peop-ilter _w | v Tap: @003:00610 Ninjs Ethernet Top |6 B H

o

& Ethermnet @003:006 10 Ninja Ethernet Tap = Information -
e i | Property Value
‘

* BOLD U 32 JE 31 30 38 2

13:47:07 +HI:03, 063 S} UDP 192,168,1.27:54112 - 225 2.2, z:nes (30 bytes) | | v Ethernettap
G000 07 A2 0D 1IE 0D OO0 N0 A1 NO 90 NO 0D DD 41 A 26 ACS | p
+ DOJO IC 00 AF 7F 90 GE 65 74 20 64 0% 73 63 0¢ et g A““.”'
JALI07 4B 03 Ube 5D ARP 192,168,1,81 - request: who-has 192. m 1.8 [10.348
SIALLOL SDUClEoana 53 ARP 192,168.1,41 - request: who-has 192.168.1.99 i
347107 45003 007 §) MDNS 192.168.1.02 - 224.0.0.251 StandardQuery (ID: GxB8000} RX totn 16
Question: makerbot-jsonrpc._tcp.local (PTR) =T e T
.. . .. . . 134100 +00; 04,203 vop 192 168,1.27:54112 - 224.2. 2 : ms (30 byxn) -l AL
Efficient with huge logs (limited by disk size only) - o000 6702 0 15 90 60 90 81 U5 0 00 00 60 11 14 s i B=Gosmmesiaietn
D00 YE DO BE N1 79 6 65 74 20 84 05 7) 63 00 yhet-dznt
. . . . 13032100 D004 UUE 3) ARP 102.168.1.41 ~ reguest: ubo has 192 108.1.99 gzz-::(uod §§:g
» Interleaving textual and binary messages in a single S wbsiae D NN € e e TN T T
. l h t 13747100 +00. 04,709 5) UDP 192.168.1.27:54112 = 224.2.2.2:8995 (38 bytes) CRC-16(XMo.. F89A
+ 0000 07 93 0D 1E 00 0O 0O O1 60 00 DO 0D DO 41 A 36 AL CRC-16(USB) O085F
Cont]nuous Og S ee . 0l0 20 00 37 DY SC 6E 65 74 2D 64 08 73 63 00 TO. het-dint CRC-BZ( -GFSD714A
13: 42 00 +BU: 0. Boe £ M’ 192,168.1,41 - nqupst vbo has 192.168.1.83 A 1Pvd chec 3626
. . . 13:47100 +D0:03.518 & l(! 192, l“ 1,73:99022 - 203.069. 81,742 89 sk ksum }
Merg]ng ad]acent data blOCkS (Conﬁgurable) 1340000 +00.0% 312 €) TCP 192.168.1.73:59828 - 203.60.81.74:80 (... .A..] SUM-8 192
13 41,60 +BOL0S 514 &Y TCP 203.89.81.74: la - 192.168.1.73:59022 [....A..] SUM-16 (little.. DICL
L3 AT1B0 100 0% 516 53 TCP 203.60.81,74:80 - 102.160.1.73:50020 1....A..] ;
Foldable records 34190 100103.315 5D DR 192,168.1,27:54112 - 224.2.2.2:8985 (20 bytes) | SO By 12101
s OUOD ©7 02 0D 1E 00 00 00 O1 00 00 00 G0 VO 21 2A 26 7 Ak | ¥ Log statisbics
s DOIM 22 0O 3F 34 2C ME 69 )4 2D 04 M9 T3 63 OB *,14,net -dist Line count ,216
Deta.ll pane (When needed) D; ;zlo'n‘;:n 05 516 30 ARP 192.168.1.41 - uwnt_;__uho-has 192.168.1.83 Recordcount 116
Frame nusber: 17 :!edcor::e.siu ﬁ;io
1 1 Channel nusber: 1 ndex file size .
Relative timestamps size (fulld: 64 v

S1ze (no CRCH: &0
CRC (hardware): ex45084eea [ox)

vV v v v v VvV Y

View data as plain-text or hex-view g 2 (Rotronral s Bscamns (oK)
Destination: FFIFF:FFIFF:FF FF
Find text/bin (also, across merge boundaries!) et e
1] Amp
. rdware : Ethe
On-the-fly calculations of offsets, length, et e T
checksums of selections Pratebabiviae: 4
{-1 Amp Payload 5
» Multiple modes of copying binary data (hex, text, S T s
C-array, save-to-file, etc.) ksl ot Gt e g o
U0OG 11 0D 0G OC 40 00 B0 02 FF FF FF FF FF FF 04 30 ... .0 ....un. {TH
0Ule 7E B6 FC SE G2 06 OO @1 08 00 96 64 80 01 D4 30 ~..*.......... v,
opoo 7€ 86 Fo SE EURINGEECICIIER:0 00 o0 00 co A -, ~[HNIN.- .- . (.
Il 080 o]ﬁ 00 00 DO 00 B0 00 00 DO AD DO 00 DO DO DD .S: dere ‘1 |
Closed Lnl Coll Ofs0024:0022(6)




Ninja Scroll Features

vV v v v v VvV Y

Efficient with huge logs (limited by disk size only)

Interleaving textual and binary messages in a single

continuous log sheet

Merging adjacent data blocks (configurable)
Foldable records

Detail pane (when needed)

Relative timestamps

View data as plain-text or hex-view

Find text/bin (also, across merge boundaries!)

On-the-fly calculations of offsets, length,
checksums of selections

Multiple modes of copying binary data (hex, text,
C-array, save-to-file, etc.)

3 10 Nina
Rle Edt  Vew Seson  Hept

O-d-2-H-B-Q2 2
Y

LR -

Faet: | COMI

| €y @ emn: e v B ®

D swconmsmohn- %

N UK+ 0o
w0

+ 9030

* W3

. 0

. %h

By
&5.047 +am:oe. 02 savn

Nan .nnn“': ¢« M0

N\
N\ ‘ o x

P01 %) 4 SEFB i 31 3 38 Q0 94 58 20 20 10 31 12 3F 5% 37 33 1.4..[ 12408 I pmm Value
00 101 % 1580 35 35 35 50 26 63 78 75 77 20 34 51 31 M 30 30 359) cpse L1008 v s
ot U110 30 S0 3T A% 04 €8 US 72 &2 65 74 3A J0 41 4L 45 v0.ethe-mwt: Alg
Bo:0L. 201 20 2054 61526065 2 73 €3 JA G5 20 3t 30 32 38 Tamle size 1024 Santin tinee ez
2 RAOT.TIA 4 010 S0 WA 3P 203039 31 87 7T 34 30 30 29 33 36 30 £ 37.0m8034] TX tote trytes 0
24 MR TTA 4 WI2E 20 4942 S8 6C. TS 73 30 4% S& 11 3 31 41 0F 47 IOMus IPIMLASE i T througrput o
PRIOL.TA 4 WISe 0 B4 G111 J0 31 90 30 90 25 6D G4 6D 6 24 0 AsdDIMI9.ediod [ RX bt bytes s
100 31 32 20 61 03 74 E1 H 44 £S 64 20 e S5 59 1t sttached Pyy
9178 €4 72 65 76 65 72 20 5B 49 43 58 §C 75 73 28 48 driver [ICPlus I ’ o 8
U NSOL, 708 ¢ WIER 3B 33 38 31 A1 Iv &7 a0 70 3% 60 €8 90 3F 63 73 FAeA/a] {mii he ) y
PHIRL.TES 4 0198 73 3A T8 EB 79 5F Bl 66 54 72 3D 34 §¢ 31 30 3 saphy_addr=4a16) s L
2 BEIELTOA 4 OLAD 30 30 35 T BD 64 US A7 3A 30 31 3C 3903 72 71 ned.sdic:al, im DT 4
PoBML 738 4 MERG 3D 30 3130 00 65 S8 28 20 20 31 33 3 34 3 3 -.1),.[ 224N e o
D -B00L.TST + GICO 30 37 35 3020 45 50 76 36 A 20 AL 44 41 52 43 7S] 161 ADDRC BREAK
PRI MY s 000 AF AT M NMAES AN AN ONF(RETDRY W)
ML TSI + MSER 65 74 62 36 A 20 & 65 65 63 20 63 T3 20 GE6F  etwdt link is me FLTRSUGE Culov
9ire 76 38 77 63 61 ¢4 79 90 BA & ready. . Term span 00:00:00.00¢
n«see{)‘sumum; changed: C75: off TK tetad trytes 0
1, +00:00. 999 + a0 d - | [atdy=s=m——
o see B Status lise{s) changed: C15: e Copy ColeC 3
9 +00190. 911 ab Status Lime{s) changed; CT51 ott SebertAll Cirte A o

SAMRUMRW IV EARRSITANLN Tioe
73 74 §5.60 26 4 €3'€E 75 7820 3€ 3£ 31 33 2 stew i
A MM TET0TONI0 LTI EO TN AT N IV 0 18-t

@A 26 533942 75 BN 6C 4 34 3623 M MM SV &8 08 Play Sedecian i Terminst

04 2046 655229 32 19 28 31 34 JA 35 3 JA 34 il ¥e
38 2% S5 58 43 20 A2 36 31 20 0O 04 33 S 20 a4 o ur e
1 74 65 IF 5463 80 65 34 26 58 75 65

. 7 3 &4 55 wrel QU Fndinlog CideF
161 58: 45045 +4 . €3 29 31 30 28 JO A 30 f1 3 30 0 %7 A 2 AZEICONU
358 JA MW 35 80 o4 2 Setiog Base Time a5 Cumert Line (3: 5]
L T LR R T ] :1‘ u-m line{s) changed: CT57 on T Setiog Bese Time as Now "

L6 06 40 950 om0 a4 () Status lise(s) chenged: C1$: off - Loty
1615641, 972 +00:00 956 + MO0 74 T8 TR 20 6C ©F 57 69 &5 32 29 tpp 4 Cleariog e
ki se:an, 00 e & Stetus lise(s) changed: (13: on Te prymrmom
1566157 ik MO0 58 20 920 32 NE WIS MWIL EDXN { 32.958534; r II Leg

1

L7 GAGr SD A0 G) TI0R AT 3N @9 6T 09 74 endoe; erng tnit

* #50 28 54 &F GE S5
i Timestamp & Icons

7

Log Bnary Bleck .

Play Al Lag in Terminaed o)

Line count 1588

Show timestamp: |Srn.art (lines with new data only) - |

Absolute timestamp format: | Boh: %om : 3os, 4l |

v [+] Show relative timestamps:

[+] Show icons




Ninja Scroll Features

vV v v v v VvV Y

Efficient with huge logs (limited by disk size only)

Interleaving textual and binary messages in a single
continuous log sheet

Merging adjacent data blocks (configurable)
Foldable records

Detail pane (when needed)

Relative timestamps

View data as plain-text or hex-view

Find text/bin (also, across merge boundaries!)

On-the-fly calculations of offsets, length,
checksums of selections

Multiple modes of copying binary data (hex, text,
C-array, save-to-file, etc.)

310 Ninja
Fle Ednt  Vew

Ports | COML

P senaicoMi 11500006 #

Sesion  Help®
N-%-2-8- B4

B Hex View (Formard-onky)
B HexView (Rebuid A1)

TPaAE-n S

2
161 88: 28 42 B - PtioTet Forews-oh]
15158125742 Rebuldany  [ofr ]
16156126, 79¢ -4 e FTA M 5358 AC @ 27 B +-Ro0t S 9
: 13730 30 39 20 70 47 61 74 20 33 30 A 33 MW 17.95 (Oct 30 2 Session time 0R314s
B0 31 38 20 JO 20 531 00 BA 3% M 3355 3 2000 04 3N - ED:SB:%4).. TX tetad bytes ]
0636 58 72 70 63 €E 67 20 73 6F 30 €2 BF S5 34 20 65  Trylsg to doet f TX throughpet 0
BOLH 72 €F €D 19 AE &1 4F &4 80 B4 00 BA B0 B4 3520  row NUID. ..., u R tetal bytes e
BOSA A2 ST GF 420 3730 31 37 2F 335 20 20 47 63 Noot 2017.83 (Oc X theoughpet 4
:3 BOGE T4 79 33 20 30 37 3 Y1 05 2020 20 31 29 M 33t 38 2018 - IS pe
5 BO70 38 33 38 S5 20 2% 30 50 36 S0 20 00 0& D B4 45 6:%0 s00DD)....C osR -
2 P00 5B S5 26 26 3A MM AL 033 33 35 56 AT SE M PU - ARIISKGR cTs on
2.3 N 716 6 NIEIN VRSN IARNNEN revd.l T (23 oft
132,964 PAGAA 72 63 A1 64 79 00 OA 64 52 &1 AD 34 20 0 35 21 resdy,.DAWL 31 L4133 uf¥
QU:ZT.034 » oD N3 0 AD M9 A B A &f AL EE A M Y ) 2 mis, e N0 BREAK
QRi22.813 « Ml
08 2583 + poos | E310 Nma
0228819 « WY | fle Edd  Yiew Sesson Hep*
00:39.000 + pore & - e A
L | D-G-B-H-2-AB R -8 O
. B110 T L ST
128 | parn; | oM L6 ety [ 3520000 -] ) =)
. NN Fs : =y
o mea | B sersicomt 11s00t0s = farrae
—.
o RISH A5 0 0 s &) stetus Line(s) changed: CTS: on ~| | Property \atus
. M PIR Y ) Sratus 1ine(s) changed: CTS: eff | |v Serla)
nLre freiag:3u. ey + oum |
£196135.90¢ 00:13.911 + nime [is « 2083 U-Boot SPL 017,83 (Oct 30 29I - 19:36:50) ., e Sesisn ume 002220
1E: 861 9. 007 0d(10.008 « #)08 |4 b N s eE3E Trylng ' beok from KD, (3509 10 03-000 | TX total ytes °
¢ AL Beis? w I o+ auer ., et ) TX throughput °
2156138935 0! 15,589 wibe ¢ RX total tiytes Qam
#10e [PHSRI27.04 0e 17 » N DeBoet I8L7.00 (Oct 30 2018 - 1%:34.52 +0000)
. . : m:w * m Ao .
» ; o 'ite WO RONSE-ER rev 2.1
< " it ' 120:  resdy.. (343 -
9 .« MR
. ag . nzes [ 7 pRam: 232 e, oTR o
50133,873 +0 o asiw [} RO SI2 M, 1S o
A i sl il I RCE Ok D/ 8. BREAK
Tn:  mezese0_serial.,
Do Regresetaton . - - Theough ks
¥ Owta: 4F5 DUEl  nELGSSH_serind = v it Encianiy
Overrdesncodng:  UIE 8 frri nElBS3E anrial.. Lot v 90:00:00.000
- 3 TPSid: 3ED4G%34RIC.. TX total nytes °
4 Shom offset: Vaed §0030) § Ruming! LTS5 rev.D X thiosghipat WEANCIeE i 3
|14 [S=T B 10X total lrstes ]
View = v vew Fress WPACE tn ebort mutnboat i 1 seconds. AX throuhant ndfiors v
24 Zrcori b mec” not detines, oA T —
Hex view S 8% frror: b mee” not Sefloed. . ¥ - Checkyum caleudatar
| Santing frme nand ... CRC-18 515
Hex e soe 18 CRC6 (Medbn] 3464
BAID read: fovice 8 offaer Gx280800, 1ide SD0000. . CRC/ 16 (Modem) 3547
Dk hexc e a1 |8 131073 Sytes rwmd: OK. CRC16 {USE) 2%
Hendigtcase: - |Upporcase WA read: SHVELE § Offiet Oxlceeln, iiie BSENN. . SRC-RE AnmG
SI4IRI0 bytws rwedi OF, 1P checksum £RF2
Flan text view 22 Gooting kersel from Legacy Image ot E208G608 ..., SUN-§ u
Iemge Mase:  Lirumed, 12 04-tpp.. SUN-16 (Mtle-end., 2017
et ee- 180 Croated: 1019-03-30  34:39:93 UC. . SUM-16 (bog-amdi.. 10
Tex tablde: 4 Invge Type! AW Linus fernel Ieage (Uncomgressed) . 3
Cuts Shre:  dnditin Sytes = 3.9 ALE.. . Log yostatiex
2] ragrigre urpnesthe hacacters Load Addresy: S003GN00. . Linw czure e
Crtru Satur  SOSOMMS = Recurd count a0
L Recnsd fila £1m v

O 5000



Ninja Scroll Features

Nima
ile bt 10N Halyf
N-9-2-B-B-QA2> 3 -0 &
.. . .. . . , e
Efficient with huge logs (limited by disk size only) ponfoom 105 @ sme [us00en |0 (] (=)
T sersicOMi 115200 bps Informaton 8 x
3 1 5 3 16:56;27,056 -B:22.079 « 0040 72 6F 6D 20 SE 41 4E 44 B0 OA 00 OA 80 BA 55 20  rom NAND.. . ... U- allp Value "
» Interleaving textual and binary messages in a single  [I50500 5000 © S G 6 sa 0 5s se 51 9 26 58 50 20 28 0 43 beos 200708 (0 1| e !
- 162 27.4 .. 31 33 354 33 t 38 2018 - 15:3 -
continuous log sheet e a4 B a0 a4 43 6:58 +0808)....C Sesiontme 005236
16:55:27. 8 5020 47 50 0 PU ; ADISX-GP TX total bytes 0
. . . 16:56:27.8 Text Bnay 43 34 20 20028 rev 2,1..12C: T throughput 0
» Merging adjacent data blocks (configurable) sl | L s e 3a 20 20 35 31 ceady..0RaN: 81 RAtobyes 2078
15:55:27.9 o 33 28 28 35 31 2 MiZ..NwaD: 51 Rthoughod 0
16:56:37. 8 (38 20 70 47 20 2 MB..MC: OB m"’“’ -
16:56:29. 8 00 94 49 6E AP SO/MC: @..Tn '-'
» Foldable records Puses romces 2 =
16 25.9 20 62 73 51 36  dipl..0ut: nsis DR off
. 84 45 72 72 34 55@_serial..Erm; RTS 4
» Detail pane (when needed) Crottees | [ aber | o5 6s 72 6961 nesesseserta ok i
— 36 44 32 36 39 1,.TPSid: 380269
| dose | l6r 69 &F 67 34 SB493C.,Running: ¢ Theoughput calculator '
: . T fep os 2F 55 74 LIPS rev.D. . Met Tirwe span 10 selection
> Rel'at]ve t]meStamps 4 BIS8 A28 20 € 63 787377 B0 GA SO 72 E5 7I T3 e 1 cpiw..Precs T bate bytes ma telection
+ G160 5358 41 43 45 29 74 67 29 61 62 6F 72 74 20 61  SPACE to abort & T throughane | v selection
. . . ¢« 0170 75 74 6F 62 6F 6 74 20 69 6E 20 31 20 73 65 63 utoboot in 1 sec Dok bk z
» View data as plain-text or hex-view it san seieen o el e et ge 70 [ONTETIEITMEN o 72 34 # ond-EEEEror. Bictdies_inalection
he:94:39.907 -90:19.888 4 IS0 22 62 5F €0 €D 63 22 20 SF SF 74 2b 64 65 56 69 “h swc® not defi i ik
Fi d t t/b. l b d el + BIA0 6F 65 64 00 @A 3323 20 45 72 72 &F 72 3A 28 22 ned..#% Ervar: “ v Chizsksum calculstoe
16:56:30.935 -09: 18,960 + 0169 62 SF €0 6D 63 22 20 65 6F 74 20 64 £5 66 69 65  Y_pec” not defin CRC-18 o selection
> n ex n (a 5O, across merge boun ar]es') + 0ICH 65 64 0D OA 42 BF BF 74 69 6F 67 28 65 72 6F 60  ed.,Booting from CRC-16 (Modbug) | o telection
o0 v 0L00 0 68 63 GF 64 20 2F JE 5 B0 BA OD OA 4F 4L £ nand ....... s CRC-18 DOvioderrd | e setaction
: -00: 4 GLED 44 20 72 65 S1 BL 3A 20 B4 45 Y5 69 B3 ES 20 M D read: device @
> On'the'fly CalCUlat10nS Of OffsetS, length, 20: + RIFE 30 6F 66 66 73 65 74 70 39 78 22 38 3@ 38 30 30 offsat Ax2A00e0 (:‘( 1 05 " ":":"’"
. o8 ¢ 0260 2C 28 73 69 JA 65 28 32 78 32 39 38 30 38 2D 04 i3 @x20608. . R Rl
CheCksumS Of SeleCtlonS -8 . (‘-:‘lll 20 31 3331 30 37 32 20 62 79 74 65 73 20 72 65 131072 bytes re 1Pw chacisum v selection
-0d: 4 8229 01 048 34 20 4F 43 0D OA 00 AA 4 Al af 33 20 72 ad: OK, .. NUED r SUM-2 no rg|r::|rn
. . . aa: 4 0238 B3 61 4 34 20 B8 65 75 63 63 65 20 38 28 5F 68 ead: device @ of SUM-16 (Rethe-2nd... no telection
» Multiple modes of copying binary data (hex, text : + 0240 66 7365742030 78 32 63 30 30 % 30 X0 2073 Faec SIce00, 5 SUM-16 (ig-emd... na election
C fil ) ) 16:56:35.875 -09: + 9259 §9 7A 65 20 30 78 35 38 30 36 35 30 00 0R 20 35  lze GxSR0MOR.. 5 i s - -
- -to- 16:56: 35,676 -00: + @269 32 34 32 30 35 30 20 62 79.74 65 73 20 72 6561 242680 bytes res HER
array’ save tO 1 e’ etc') h6:54:55. 078 -09: ¢ G270 64 34 20.4F 45 BO BA 23 2) 20 42 SF &7 74 69 6f  di OK..#% Bootin Line count 1573
VA2 3¢ A% A s PIA KT IR SR AT 7 EF AT AN W EE 77 AF AN 38 AP RS o kecnal Frem te Y Record count 1Len
<5 R Raemed file sive . K1.021
comy in1  cd7  ORoXe




Ninja Scroll Features

Efficient with huge logs (limited by disk size only)

Interleaving textual and binary messages in a single
continuous log sheet

Merging adjacent data blocks (configurable)
Foldable records

Detail pane (when needed)

Relative timestamps

View data as plain-text or hex-view

Find text/bin (also, across merge boundaries!)

vV v v v v VvV Y

On-the-fly calculations of offsets, length,
checksums of selections

» Multiple modes of copying binary data (hex, text,
C-array, save-to-file, etc.)

€310 Ninga

File Edt View Session |Help®

D-9-2-H-B-QA 3 &-m &

Fhter: o | o Devce: Realtek PCT GBE Faméy Convroler - 192,158, 1.73

FSl Poao Rmaitek PCI GEE Family Cortrober - 192,163,173

18085130, 550 +06:85.630 ) LUMNR [feS0::7878:0121:9915:3eed) « [ff@2::1:3] StandardQuery {(ID: @x9992 A
Question: xel6@60-333ee (A)
LALBS 40, 150 408105851 [ LUMMR 197.168.1.168 = 224.8.0.257 StandardQuery (ID: @x9992)
Question: xel06@-333ee (A)
18:0%:30. 350 +00:05.231 [ NSNS 192.168.1.168 » 152,168.1.255 StandardQuery (ID: 8xACS8)
ion: XELEOEE-333ME (Workstation) (NINMLOC)

0BS5S LT ATL +0E105. 743 [ UDP 132.158.1.35:12223 » 192.168.1.255:12223 (325 byt:s)
PE2G 02 00 21 3F 00 20 01 49 @1 37 A7 RICE F2 3A WO N Teipa
091 N1 08 83 8d 1€

13:85:31.108 +08:05.500 [ N 397368, 1.160°~ 197,168,125 StandardQuery (ID: BxACS@)

Question: XELE®GR-I33ME (Workstation) (NIMLOC)
1875517159 +0R106. 454 [ UDP 192.160.1,18:49931 = 192 l.sl 1 zss sssss (23 bytes)
D000 SF 38 38 2 6 2€ 31 3133 {23

o102 32 57 5D 5@ &)
168951050 +00 0s. 250 [ NeNs 192, ua 1.188 ~ 193.168.1.25% StandardQuery (ID: m)
Question: XELE@S5@-3354 (Morkstation) (NIMLOC)

18785193, 032 0808, 204 [) vOP 192,168, 1 90:17500 - 255 zss zss 253 17!00 (135 bytes)
[N n22Je t N U version®: |
8018 58 S0 X '3 ~
< h >3
R A
Hesder length: &
Verzion: a

Type of service: @
Total length: s1
Identificetion: ex3084

Flags: e

Fragoent offset: @

Time to live: 120

Protocol: wdp

Header checksum: @x259E

Source: 192.168.1.18

Destination: 192.168.1.255
[-] voe

Source port: 49931

Destination port: 65535

Length: 31

Checksum: GxFCCS

[<] voP Payload

0600 SF 5B 38 2 33 36 2 31 31 39 2E 38 32 28 ¥ X2
GEI0 2E 32 31 37 50 5@ 43

a0 FFFFFFFFFFFFIMG??!M!!U“
ML )\ 00 E O AS
o430 30! FFF“!FF((SSFSBSOJE 36
o830 2E 31 3@ 39 2E 38 32 2€ 39 32 2E 32 31 37 50 5@  .119.82.92.217)F
soae &3 C

_[8.36.119.82.92
.217]pC

Fi
2

Property Value

v Pcap sniffer
Seczion tme 00:03:36
Total bytes 610,662

Total throughput 2758
v Checksum calculator

CRC-16 5CB3

CRC-16 (Modbus) anr

CRC.16 (MModem) 1A1D

CRC-16 {USB) =2
CRC-32 CADTI020
1Pwé checksum 0000
S = i

SUBLE (little-endian)  3FFFC
SUM-16 (big-endian)  2FFED

v Log statstics
Line count 2,155
Record count 2709
Record file sice 666,785
Index e size 14120
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vV v v v v v Y

Efficient with huge logs (limited by disk size only)

Interleaving textual and binary messages in a single
continuous log sheet

Merging adjacent data blocks (configurable)
Foldable records

Detail pane (when needed)

Relative timestamps

View data as plain-text or hex-view

Find text/bin (also, across merge boundaries!)

On-the-fly calculations of offsets, length,
checksums of selections

Multiple modes of copying binary data (hex, text,
C-array, save-to-file, etc.)

10 Ninja (UNREGISTERED)

File Edit View Session Help

hr@-B-B-QA 3 & &

Address: ‘ioninja.com:so

TCP ioninja.com:80 l

'/ Session started

Resolving ioninja.com:80...ok (104.236.152.161:80)

Connecting to 104.236.152.161:80 from 192.168.1.62:35914. . .0k

47 45 54 20 2f 20 48 54 54 50 2f 31 2e 31 06d @a GET / HTTP/1.1.
48 6T 73 74 3a 69 6T 6e 69 6e 6a 61 2e 63 6f 6d Host:ioninja.com
0d 0a 0d 0a

48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b 0d HTTP/1.1 200 OK.
Ba 53 65 72 76 65 72 3a 20 6e 67 69 6e 78 2f 31 .Server: nginx/1
2e 31 30 2e 33 20 28 55 62 75 6e 74 75 29 0d 0a .10.3 (Ubuntu)..
44 61 74 65 3a 20 46 72 69 2c 20 32 38 20 4a 75 Date: Fri, 28 Ju
6c 20 32 30 31 37 20 31 30 3a 34 33 3a 32 35 20 1 2017 10:43:25
LRGN NCER 43 6f 6e 74 65 6e 74 2d 54 79 70 1
65 3a 20 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68
61 72 73 65 74 3d 75 74 66 2d 38 0d 0a 43 6f 6e Warset=utf-8.,Con|

%7 Clear Log

s o af
LA A 2R 2 S S 2R 2 2 O 2 2 S 2 2 2 SR S 2 S S S 4

2f 78 68 74 6d 6¢c 22 20 78 6d 6¢ 3a 6¢ 61 6e 67 /xhtml" xml:lan
3d 22 65 6e 22 20 6c 61 6e 67 3d 22 65 6e 22 3e ="en" lang="en">

73 Copy [@c e cnath: 142

30 nnectinn:

6b Log Binary Block Copy as Hex

77 pm
4, Find in Log Ctri+F Copy as Text
' Set Log Base Time as Current Line Copy as C Array
7 Set Log Base Time as Now Copy as C Literal

Copy as Jancy Hex-literal

6d 6c 20 78 6d 6¢c 6e 73 3d 22 68 74 74 70 3a 2f ml xm Save as File
2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 /www.W3.014/1999

/

Log | Terminal

Transmit

GET / HTTP/1.1\r\nHost:ioninja.com\r\n\r\n

Text | Binary @ File
Closed

Ln20 Col 64 Ofs 0x0055 Len 132




Advanced Transmitting Engine

Shines at binary packet transmission!




Transmit Features

Transmit

GET / HTTR/1.1
Host: www.google.com

» Text input with support for escape sequences |
» Hex-editor
» File transmit Transmit
\x@2GIP\r|
» Packet templates —
» Script transmit

Text Binary File Script

[ override encoding:  LTF -5

Tab size: |4

\ [+] Accept escape sequences




Transmit Features

Text input with support for escape sequences
Hex-editor
File transmit

Packet templates

vV v v v Vv

Script transmit

Transmit

Text

Binary File

FF FF FF FF FF FF @8
@@ E1 @3 73 @& ee B8
@l FF @@ 3A @& 8A @8
@l 49 @@ 3A @@ B7 @8
45 45 4A 45 4F 45 4A
4F 44 42 44 4] 43 41
43 45 43 45 58 43 41
41 43 41 43 41 43 41
25 8@ 20 B8 Be o8 a8
@@ 98 oo o0 Be Be e.
@@ 98 oo o0 Be Be e.
ee ee e 1D 88 56 88

56 4C 41 44 49 4D 49

BE AE @8 @@ 45 ae
@ AZ @l 49 Ca AR
11 @A B3 B3 (@ AS
47 45 4D 45 42 45
4E 46 43 45 4A 45
28 46 45 45 4A 45
41 43 41 43 41 43
4F @@ FF 53 4D 42
ee a2 ee ea 0@ be
@e @8 11 ee a8 1D
@3 ee oo ea 0@ be

......... &....(.
cllczsooo FGEMEBE
EEJENEJIFCCNFHEIE

Script

Hex Editor

Line size:

Hex digit case:

[ ] override encoding:
[+] Show offset:

UTF-8

‘Byte (00)

|16

Uppercase




Transmit Features

Text input with support for escape sequences
Hex-editor
File transmit

Packet templates

vV v v v Vv

Script transmit

Transmit

| C:\Users\Viladimirupdate. conf]

Total file size:

a8
18
28
3e
48
8
68
7@
e
el
Ag
B@
ce

o

23
2E
2E
2E
2E
ap
28
23
64
64
3D
6F
68

cc

2E
2E
2E
2E
2E
aa
33
ap
28
61
28
6D
69

o

305 B (305 B shown)

2E
2E
2E
2E
2E

2E
2E
2E
2E
2E

2E
2E
2E
2E
2E

23 8D BA
28 75 78

aa
28
74
68
2F
76

cc

ap
28
65
74
64
65

cn

aa
28
2D
74
6F
2F

c1

2E
2E
2E
2E
2E
23
64
7e
28
75
7e
77
69

an

2E
2E
2E
2E
2E
28
61
61
28
72
3A
6E
6F

e

2E
2E
2E
2E
2E
28
74
63
D
eC
2F
6C
6E

Y

2E
2E

2E
2E
43
65
6B

28
2F
6F

¥

2E
2E

2E
2E

28
61

28
74
61
6E

c1

2E
2E

2E
2E

35
67

28

64

A

2E
2E

2E
2E

52
65

28
62
73
61

cc

ZESZENIEN I E N
R R N e

e E R R R e
e E R R R e
69 6E BA Bl L3 W3 I0 Ninja
4C 73 8D eA 3 update URLs..
2D 6B 69 BE  #....package-kin
er BA 75 7@ d = msi..up
28 28 28 280 date-url

62 6F 2E B3 = http://tibbo.c
2F 61 72 63 om/downloads/arc
2F 2E 69 6F  hive/ioninja/.io

AN 7T SN £C mA . A m .

Text

Binary

File

Script

\

Hex Viewer

] override encoding:
[+] Show offset:

Line size:

Hex digit case:

Size Limits

Display size:

UTF8

Byte (00) v

15 v

Uppercase

128

Send block size: |1024




Transmit Features

Text input with support for escape sequences
Hex-editor
File transmit

Packet templates

vV v v v Vv

Script transmit

Packet Template Editor

152
185
186

158 {
189
159
191
192
185
134
185
156
157
198
199
280

167 struct Udpframe

ic.Ethernetidr m_ethernst;

ic.IpHdr m_ip;
10.UdpHdr m_wdp;

[ packetTesplateaction ]
initialize()

initializeEthernetTpHdr(Ba_ethernat, Be_ip, lo.IpProtocal.Udp);
w_udp = rall;

[ packetTesplateAction ]

calclength()

=_ip.w_totaliength « dynamic sizeof(dm_ip);
®_udp.»_length = dynamic sizeof(ds_udp);

}
[ packetTesplateaction ]
calcChecksun()
{
=_ip.m_headerChecksus = 0;
®_ip.n_headecChecksum = calciphdrChecksum(d»_ip);
®_udp.®_checksum = 9;
®_udp.®_checksus = calcTcpUdpChecksum{da_ip, Aw udp, dynamic zizeof(dm_udp));
}

[ packetTemplateAction |
setSrcAddress(char canst* addressString)

1. Ans addas =

PP PP PP 90 AD 24 %9 BE AE 98
73 89 80 90 11 09 89 CO AN 01

8 84’00 0 20 DI 11 @R 33

80 B7 00 90 20 46 47 45
45 4F 45 23 36 43 43 4€ 46 48
44 41 43 &1 41 41 90 20 46 45
A5 5@ 43 41 43 41 43 41 43 41
A3 41 A3 41 43 41 42 4F 00 FF
08 82 00 00 OF 00 8G 00 00 0
29 00 00 00 90 00 00 00 00 11
2 29 00 00 20 29 £S5 03 00 0
1D 00 56 00 03 B2 @1 80 1 8
41 49 4C 53 4C 4F 53 5C 42 52
@1 2@ F @1 1@ 83 32 06 4E 00
44 40 4D 40 52 20 57 49 4 3

BBLABEBBELISLHDNES
230888882 £0884

IR e e
R R R TS
FIRROR SRR ¢
45 X inde FGEMERE
45  EEJENEIFCCNFHEIE
45  COBDACARA. FEEJE
43 CECEPCACACACACAC
42 ACACACACABD. .SM8
10 sessdnssbans
ve (AN ALY
2E sessVWisansnands
s3 +\MATLSLOT\BROWS
00 E.yoc.oi2Meais




Transmit Features

Hex-editor
File transmit

Packet templates

vV v v v Vv

Script transmit

Text input with support for escape sequences 22

Transmit
3 // This script iterates through all IPs on a class C network and sends
4 // an ARP 'whois' request to each.
E
6 lust be used with a Network Sniffer session.
7
-
9
18 import "io_TecpIp.jnc”
11
12 struct ArpRequestFrame
13 {
14 io.EthernetHdr m_ethernet;
15 io.ArpHdr m_arp;
16 uchar_t m_srcMac[6];
17 uchar_t m_srcIp[4];
18 uchar_t m_dstMac[6];
19 uchar_t m_dstIp[4];
20 }
21

// specify MAC/IP of the NIC opened in the Network Sniffer session:

24 static uchar_t const g_srcMac[6] = @x"08:e8:4c:68:81:127;
25 static uchar_t const g_srcIp[4] = @d"192.168.1.114";

26
27 main()
28 {
29 ArpRequestFrame frame;
e frame.m_ethernet.m_type = io.EthernetType.Arp;
31 frame.m_ethernet.m_srcAddress = g_srcMac;
32 frame.m_ethernet.m_dstAddress = Gu"ff:ffoffffffff";
33 frame.m_arp.m_hardwareType = io.JirpHardwareType.Ethernet;
34 frame.m_arp.m_protocolType = io.ArpProtocolType.Ip;
35 frame.m_arp.m_hardwareLength = &;
36 frame.m_arp.m_protocellength = 4;
37 frame.m arp.m opcode = io.ArpOpcode.Request;
Transmit
9 // The example below defines an infinite loop which sends packets with
1@ // ever-incrementing index. Don't let the *infinite* part scare you -- you can
11 // always abort the execution of a script with the 'Stop' button.
12 _.."__."
14
15 main()
16 {
17 for (size t i = @;; i++)
13 i
19 char const* p = $"packet $i\n"; // perl-like interpolating literals
2e transmit(p); // omitting length means, use strlen ()
21 sys.sleep(1@88); // wait one second and repeat
22 T
23 }
Text Binary File Script




Highly Modularized

Lego-like - everything combines as long as it makes sense!




Application Architecture

» Main process (ioninja)
» Ul frontend
» Server process (ioninja-server)
» Ninja scroll server
» Jancy runtime environment & stdlib
» API for plugin scripts

» All plugins are written in Jancy scripting
language and open-source!

3 10 Nnja

file Edit Yiew Session Help®
,j.%.euav:zvq‘:ﬂ;?.‘v“@
Port: | COM1

/s«wcom 115200bps ¥

2 voritor comr

B39 BA 4F 53 20 42 75 60 6C 64

B reermons « B wrsme s

34 20 23 3t

28 57 &5

£ @ s [115m00p ] @Y (] (=)

05 Bulld: #1 W A Property

8 x
Value A

764 ) D040 63 20 46 65 62 20 323020 31 M A5 39 IR M d Feb 20 14:50: v Seral
A WSS 30 26 55 54 43 29 32 30 31 39 0D BA 45 57 29 44 @ UTC 2019, .HW ‘
35 M6E 61 74 65 2F 54 69 60 65 3A 20 54 75 65 20 44 65  ate/Tieei Tue 0 | | Session time 00:01:20
¢ U0 63 20 51 30 20 20 52 30 31 39 20 38 37 3A ¢ 16 2019 W71 TX total bytes 3
Status line(s) changed: CT5: on } TX throughpat 0
02 J‘i‘za(:; .‘zu_:;e:o as - 18:07. . | FX total bytes 20,600
Status line(s) c 1 CTSt o
Status line(s) changed: CTS: on [ B2 Euooghnd OA
XMO) 74 7O 76 28 BC 6F 57 §9 6F A 20 SB 28.20 280 32  tpp logim: | ‘ 05k .
21 3€ 39 39 30 34 38 39 50 29 72 1 6F 64 &F 60  1.990488] rando | | crs on
» BRI0 3A 20 63 72 6 €7 29 &0 65 69 74 20 64 &F &F 55 crag indt don OTR ft
W3 80 BA y o ‘ RIS "
0000 72 6F 6F 74 BA L.
Status A st
s,t_."'” 172 Task Manager - O X
st=tuz & File  Options  View
Status |
et Processes Performance App history Startup Users Details  Services
Status |
00
Status MName PID Status User name CPU  Memor.. UACvirtua.. *
< D init 74868  Running Viadirnir 00 32K Mot allowed
Transne ioninja-server-admin.exe 79140 Running Wladimir 00 1,716 K Mot allowed
X ioninja—server—admin.exe 79324 Running Viadirnir 00 16840 K Mot allowed
n
ioninja—server.exe 21940  Running Viadirnir 00 18840K  MNotallowed
ioninja-server.exe 73388 Running Vladirmir 00 17476 K Mot allowed
ioninja—server.exe 76724 Running Viadirnir 00 18068 K MNotallowed
ioninja—server.exe 77676 Running Viadirnir 00 17,044 K Notallowed
ioninja.exe 75208  Running Vladimir 00 23408 K Mot allowed :
T o (5] IpOverlshSve.exe 3976 Running SYSTEM 00 832K Mot allowed
Text Brary Fe Sopt . )
[ jtagserver.exe 4020 Running SYSTEM 00 644 K Mot allowed
[85] Isass.exe 744 Running SYSTEM 00 6,036 K Mot allowed
D Microsoft.Alm,Shared.Rem... 84728  Running Viadirnir 00 2,180K Mot allowed
[85] Microsoft.Photos.exe 11480  Suspended  Wladirmir 00 DK Mot allowed
@Microsoﬁ:Edge.ae 76060  Suspended Wladimir 00 0K Mot allowed
@MicrosoﬁtEdgeCP.ae 72712 Suspended  Vladimir 00 0K  MNotallowed
[35] MicrosoftEdgeSH.exe 76440 Suspended  Vladirir 00 DK Mot allowed
[#=] MsMpEng.exe a0mz2 Running SYSTEM 00  234320K Mot allowed
[®:] NisSrv.exe 6704 Running LOCAL SERVICE 00 3700 K Mot allowed
() Fewer details




Application Architecture

» Main process (ioninja)
» Ul frontend
» Server process (ioninja-server)
» Ninja scroll server
» Jancy RTL & stdlib
» 10 Ninja API for plugins }

» All plugins are written in Jancy scripting
language and open-source!

\

i X

172 Task Manager

File QOptions  View

Processes Performance  App history

Startup Users Details  Services

MName PID Status User name CPU  Memor.. UACvirtua.. *
D init 74868  Running Viadirnir 00 32K Mot allowed
ioninja-server-admin.exe 79140 Running Vladirmir 00 1420K Mot allowed
ioninja—server—admin.exe 79324 Running Viadirnir 00 1,204 K Mot allowed
ioninja—server.exe 21940  Running Viadirnir 00 9,656 K Mot allowed
ioninja-server.exe 73388 Running Vladirmir 00 4732 K Mot allowed
ioninja—server.exe 76724 Running Viadirnir 00 5808 K Mot allowed
‘Ligioninja-server.exe 77676 Running Vladimir 00 4,224 K Mot allowed :
ioninja.exe 73208  Running Vladirmir 00 22464 K Mot allowed
[] IpOverlshSve.exe 3976 Running SYSTEM 00 736K Motallowed
[ jtagserver.exe 4020 Running SYSTEM 00 644 K Mot allowed
[85] Isass.exe 744 Running SYSTEM 00 4956 K Mot allowed
D Microsoft.Alm,Shared.Rem... 84728  Running Viadirnir 00 2,360 K Mot allowed
[85] Microsoft.Photos.exe 11480  Suspended  Wladirmir 00 DK Mot allowed
@ MicrosoftEdge.exe 76060  Suspended Wladimir 00 0K Mot allowed
@ MicrosoftEdgeCP.exe 72712 Suspended  Vladimir 00 0K  MNotallowed
[35] MicrosoftEdgeSH.exe 76440 Suspended  Vladirir 00 DK Mot allowed
[#=] MsMpEng.exe a0mz2 Running SYSTEM 00 163,136K Mot allowed
[®:] NisSrv.exe 6704 Running LOCAL SERVICE 00 3,564 K Mot allowed v

() Fewer details




Application Architecture

» Main process (ioninja)
» Ul frontend
» Server process (ioninja-server)
» Ninja scroll server
» Jancy runtime environment & stdlib

» API for plugin scripts

» All plugins are written in Jancy
scripting language and open-source!
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Plugin Architecture

» Sessions

» Sessions are linkable!
» Layers

» Protocol analyzers
Protocol transceivers
Data highlighters
Log filters

vV v.v Yy

Transmission extenders
(prefix/suffix/encode/checksum/etc)

v

Testing utilities
> ...

83 10 nmja
file Edit Yiew Session Help®
N-$-2-H-B-A% 3 w-» {

Port:  COM1

Fd send cOM1 115200 bps
991 32151.165 01 :02.983
S 31:51 182,484

B oome x
Status line(s) chenged: C7S: of
Status line(s) changed: CT5: an
poDE 72 SF EF 74
Status line(s) changed: C75: of
Status line(s) changed: C75: on
#0906 aD aD pA
Status line(s) changed: CT5: of
0208 SO 61 73 73 77 6F 72 64 3N
Status line(s) changed: C75: on
Status line(s) changed; C75: of
@ODE @0 BA AC 6F 57 €5 EC 20 74
+ 2016 38 3E 33 22 5D 20 20 4F a8
0028 30 53 73 &F 78 70 65 52 28

v RE3E 47 85 74 74 TH 20 6F
Status line(s) changed: CTS: on
» 000¢ SE 20 74 74 79 4F 36 2E OO
! Status line(s) changed: CTS: of
* 0O0E S8 18 58 30 3B 33 32 &0 20
2010 33 5D 50 20 5% 74 &1 72 74
+ 0020 61 5C 28 47 55 74 74 73 2@

[p9:32:50.295 «e2i83. 112 ) Status line(s) changed: CTS: en

182.98

SE4
1182.585

‘BE.8 0808

MNew Session

Available session plugins:

Serial Communications
Serial

Serial Monitor

Serial MI Dump Viewer
Serial Monitor over 55H
Serial Tap

EZ-Tap Pro

Generic Serial Tap

I3 12c/5P Tap

Network Communications
TCP Connection Socket
™ TCP Listener Socket

P TCP Proxy

| G Run as Administrator — Layers...
Temporary Files Location
Session directory: C:\Jsers\Viadimir\AppData'Local /10 Ninja/tmp

Log file name: tepHistener-01d5c69224d40eb 5. njlog

[ox | concel

X thweaghpot

31:32:51.3% Q008 EE 20 74 74 7% AF 38 2E a0 e n u-,-oe...
fp9:32:57.30 ) Status line(s) changed: CTS: off v Checksum calculator
2:57,391 | Status line(s) chenged: CTS: on R¢
57,331 Status line(s) changed: C15; off \ RC-16 (Modbus)
» DODE B0 B0 OA S2 59 62 62 £F 2@ 58 72 &F GA 85 63 78 ...Tibbo Projec, AC. 16 DiModem)

> 4

Belection

lclr".nrn

alechion

Text Erary Fle Sopt




Plugin Architecture

» Sessions

>

Sessions are linkable!

» Layers

>

vV v.v Yy

v

Protocol analyzers
Protocol transceivers
Data highlighters
Log filters

Transmission extenders
(prefix/suffix/encode/checksum/etc)

Testing utilities

£3 10 g

File Edit Yiew Session Help”

Pwtfu

131,
151,
:51.165
151,

awoe

#6096

LAY

eede
201e
oa2e
LR

oo

0o0e

fele
gaze

#9:32:51

29:32:51 0002

53357,

0 3257

09 :32:57

j89:32:5 DOPE
tole
ee2p
Re3e
oaLp
fesh
MOsE
were
Q053

Goge

N-%-3-H-B-AY3 m-m
'

U’suwcmxixsmom x a.fn?"g)n x

Status line(s) changed:
Status line(s) changed:

72 SF &F 74

Status line(s) changed:
Status line(s) changed:

@D a0 BA

Status line(s) changed:

S0 61 73 73 77 &F

Status line(s) chenged:
Status line(s) changed:

80 83 aC 6F 57 €5
38 3E 33 32 &0 20
20 53 73 &F 78 78
47 &5 74 74 TH 20

Status line(s) changed:

SE 20 74 74 79 4F

Status line(s) changed:

S 18 58 39 5B 33
3 5D 50 29 5% 74
61 5C 2@ 47 55 74

Status line(s) changed:

GE 20 74 74 7% AF

Status line(s) changed:
Status line(s) chenged:
Status line(s) changed:

80 80 O 52 59 62
28 5% 19 73 14 45
3132253513
&C 29 B0 BA &F 52
57 65 64 20 46
39 3A 33 38 20 55
57 20 44 61 74 65
20 44 65 63 2001
3A 32 30 34 32 30

Status line(s) changed:
Status line(s) changed:
Status line(s) changed:

74 78 78 I8 C &F

-

Crs:
CcTs:

€75: ¢
cTs:

€1s:

72 64
C15: on
C1S: off
EE 2@ 74
20 4F aB
65 52 26
6F

CTS: on
3@ 2E 00
CTS: off
52 &0 20
81 72 74
74 73 28
CTS: on
39 2E @D
CTS: off
CTS: on
CYS: off
62 &F 2@

BENANBAESE
- B A
@

"
-
w
8

2

99
S!‘-‘nn
@

m

8

Session Link

Sesson Stans

D ol COMT 115000 S andimhabele (umertt smpsenn
B crosm ik abrin

/VE"Z]W

Cose.
Pessword: = X th riA
DSR
£9 6D 55 52 58 18 S8 ,.Login timed[. crs
20 28 1E 58 1@ 6D S0 2;32m oK .[om OTR
53 65 72 €5 61 5C 20  Stopped Serial ATS
Setiy e BREAX
A 0 tey0d. .. ¥ Throughput calculator
Time span
20 4F 40 20 2038 58 [.[0;Mm (X T total bytes
€5 B& 26 53 65 72 63  8m] Started Ser TX thepughput
L al Getty o R total bytes
X thweaghput
o) n teyoe, .. Loricsi o A
¥ Checksm calculator
RC-16 (Modbus)
98 72 &F 6A 65 83 78 ,..Tibbo ®rojec CRC 16 (iModem)
B2 8E 79 76 20 34 2¢ System Linux 4 RO 16 (LS8
20 28 81 72 ED 76 37 12.13-tpp (armv P'_ N
€0 6C 64 33 29 23 31 1)..05 2uild) @ e
32 30 20 31 34 34 35 Wed Feb 20 14: Py chacksum
32 38 31 39 D OA &8 9:30 UTT 2019.. W |
60 65 3A 20 54 75 65 W Date/Tiee: Tu SUM- 18 Citthe andin)
233139037 Dec 16 2819 @
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> 4
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v Log statstics
Line coumt
Record count
Record fde size
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Plugin Architecture

» Sessions

>

Sessions are linkable!

» Layers

>

vV v Vv

v

Protocol analyzers
Protocol transceivers
Data highlighters

Log filters

Transmission extenders
(prefix/suffix/encode/checksum/etc)

Testing utilities

B-Q &8 ®

Port: COM1

R CEEE s TaTaEIalalY v

Add Layer
Available layer plugins:
Generic Layers
Medbus Analyzer —
m bz 10 Ninja
M) Regex Colorizer File Edit View Session Help
m Replay Log D . [g . E .
Ef T Modifier :
F8)_moncomi %
B TRX Fitter 2017/08/04 16:14:14 +00:00.000
5017/08 -14: .
E ¥Modem 2017/08/04 16:14:14 +00:00.000
2017/08/04 16:14:16 +00:01. 662
Echo 2017/08/04 16:14:16 +00:01. 662
2017/08/04 16:14:16 +00:01. 662
2017/08/04 16:14:16 +00:01. 662
2017/08/04 16:14:16 +00:01.662
2017/08/04 16:14:16 +00:01. 662
2017/08/04 16:14:16 +00:01. 662
2017/08/04 16:14:16 +00:01. 662
2017/08/04 16:14:16 +00:01. 662
2017/08/04 16:14:16 +00:01.662
2017/08/04 16:14:16 +00:01,662
Setungs
[~ an 1 = o
Sesson 7“"'” 7’7‘”7 '3‘7 hu' 7. '
v LWTE""' | Property Valun )
B:\“:;: b ‘ Rc.m‘ T»od: o Wait for the 15t char
Ta ‘ aad e irten-giar int
v Transmit | Read paralielism 4
Tet Transmit [ Resd blocksize (B) 4096
Binery Transma | RX buffer sze (8} 16384
File Transme [ TX bulfer sive (8) 16384
Add-on Plugrn | Keep read block size ] Foke N
Privacy I Keep write block size [] Fake
i f:r"“g l RX buffer full notficatio.. [] Fabse
',M. |~ [ Modbus Anabyzer
Colon i Pretocol Modbus RTU
Stream roles Half-duplex (RX)
‘ Hut -duphes mode Alternate Maste/Slave |
1 Holf-duples timecut (ms) | Alternete Master/Slave
|% Logfiter FTS ON - Master, else Slave
i Seriel settng changes {75 ON - Master, eize Save
} Seriai control bine changes | CTS ON - Slave, else Master
| Serial status boe changes LZ True
| Seniad line erors 4 True vl
Restore Defaits Amiy Apcly B Retudd Log
Qestore M Defmits | Agly M

Session started

Capture started on port COM1

Port opened

baud rate: 9600 bps

RT5: off

DTR: on

data bits: & bits

stop bits: 1 bit

parity: None

flow control: None

baud rate: 9600 bpa

RIS: off

DTR: on

data bits: & bits

stop bits: 1 bit

parity: None

flow control: None

Set RTS: on

0000 01 03 10 00 00 40 40 fa

Bddress: 0x01/1

Checksum: O0xFR40/64064 [CK]

Function: 0x03/3 - Bead Holding Registers
Bddress: 0x1000/4096

Count: a4
0000 01 20
0010 4c ag
0020 00 00
0030 00 00
0040 00 0o
0050 00 00
006a0 Oa
00 £ff
bd 97
0x01/1
0xD697/54935 [CK]

0x03/3 - Read Holding Registers

ag
[i4]
ag
[i4]
0o
8f
[i4]

aa
ao
ao
aa
00
26 df
a0 0o
if ff
dé

L]
ao
ao
[u]
00

ao
ao
ao
aa
00

ao
ao
ao
[u]
00
ao
ao
ff

[i4]
[i4]
oo
ad
0o
oo
a7
ff

ao
ao
ao
L]
00
ao
96
iff 81

[i4]
oo
ad
0o

[i4]
ff

ao
if

128
[+] Values [&4]
0000 01 03 20 00 00 40 4f fa .. .. BO.
Rddress: 0x01/1
Checksum: OxFRAF/64079 [CH]

Function: 0x03/3 - Bead Holding Registers
Rddress: 0x2000/8192
Count: a4

m

9

Terminal

Col 33 Ofs 0x0004

Capturing




Plugin Architecture

» Sessions

>

Sessions are linkable!

» Layers

>

vV v Vv

v

Protocol analyzers
Protocol transceivers
Data highlighters

Log filters

Transmission extenders
(prefix/suffix/encode/checksum/etc)

Testing utilities

Add Layer

Available layer plugins:

Generic Layers
@ Modbus Analyzer
[m Regex Colorizer

@ Replay Log
Ef T Modifier
Bl T/RX Filter
E XModem

Echo

File
D-2-d- B

[

Edit View Session

Log  Terminal
Transmit

\XB2GIP\x0d

File

Text  Binary

¥ )« IdevittyS0 38400 bps »

+ @& & i @  Port: /devtySO |~ | ) Baud: 38400 bps
BL OB {7 21 an 51 Sf G0 68 ca 57 82 38 70 o0 &d ,...... ih(-.8p
dd 22 51 69 60 37 51 fe 21 fc BF 4d 82 0d 37 bD M, 1°7 ,1..M..7
ad 8f 95 5F 9% cb o8 4d of d3 74 d3 21 &9 b 68 M., _.[)..T.t3.i[)
fecedes fa21 2047 5f 10 a7 febd 4d 01 fc a8 ... ..M
Of 47 10 77 95 4d 4d 7e ed Jc fc 2c b8 Sa d¥ b ,G.w.MM<). ., R)
49 &0 74 82 &7 69 €3 8f 5f a7 ¢3 d3 a5 &b 95 S5f 1 PR | PP
S5f dd 73 4d Sf fc 82 38 B2 71 68 Jc eb OF 82 38 [N ..8.3h](..8
4d o4 34 5f 89 fc eb d) O 47 73 4d 6 56 40 83 M1, ..0. . GSNT M,
f5 bb 38 3¢
86
01 09 16 95 82 41 95 10 72 8b 69 21 d3 69 25 &d ........ s.ile. W
74 o0 18 57 a8 34 9c Af 3c 4d 74 87 83 58 5b 95 tn......<Mt. X[,
68 <6 d3 65 bb Gy st ah 47 4 8 do | Ot
a6 o9 o9 d3 58 B ? SN

firmware/EM_38
68 95 82 25 51 §
fa 90 9) o0 B4 @
4d fc 95 89 50 6
ad 5c ad o0 2f
38 95 43 61
06
Bl 03 15 6a 51
ab 8% d3 3 15 ¢
fc 74 38 &9 84 . 3 S L T Ny
17 4d 69 52 ac ? abcbaaﬂeehnﬂzhczs HstxJ -.sf..
10 4d 7e¢ eb f1 9b 95 4d 82 10 8f c3 17 57 e@ 80 M., (W
0d 25 a6 5F 3d do d0 S8 68 5f e0 88 21 25 e d3 \Mxhiﬂ..“‘
l|374ll16]?llﬂ52)?('5“?333'(!)!)'( R (e
70 ¢0 21 69 74 20 ca 57 d3 15 o9 4d fc 47 65 o3 p -t (el ee)

0 95 57 fc 1c "

1oevttySO Opened DTR

1D.8IN

* | Flow. None

g EE @

//




Plugin Architecture

» Sessions

>

Sessions are linkable!

» Layers

>

vV v Vv

v

Protocol analyzers
Protocol transceivers
Data highlighters
Log filters

Transmission extenders
(prefix/suffix/encode/checksum/etc)

Testing utilities

Add Layer

Available layer plugins:

Generic Layers
£3 10 Ninja
m Modbus Analyzer -
File | Edit View Session Help
m Regex Colorizer
u Replay Log D A @ - E A E A @ A Q .i'j‘ .% g A F {g}' Address:  ioninja.com:22 A ﬂ
B TX Modifier (). ssH ioninja.com:22 % |
» 1470 88 22 94 80 =2 04 5@ o2 04 88 £2 04 88 2 04 BB  .—..—..—..—..— ~
B TR Filker » 1480 e2 94 8@ e2 94 80 e2 94 BA e2 94 80 e2 94 8@ e2
2 XModem » 1490 94 38 e2 94 5@ e2 94 a4 1b Sb 33 3@ 3b 31 48 e2
» 1428 94 82 55 50 2d 2d 44 49 52 20 28 20 20 20 20 28
» 14b@ 20 28 20 20 20 20 20 20 20 20 20 20 20 20 20 20
b 14c@ 20 28 28 20 o2 04 82 e2 94 82 55 58 2d 2d 44 49
b 14d@ 52 28 28 20 20 20 20 20 20 20 20 20 20 20 20 28
» 14e@ 20 20 20 20 20 20 20 20 20 20 20 20 20 2 94 82
» 14f@ 1b 5b 33 31 3b 31 48 o2 94 94 e2 04 3@ e2 094 38
el €2 04 80 e2 94 30 2 04 B30 e2 04 30 e2
o - 94 5@ e2 94 38 e2 94 8@ 2 94 5@ e2 94
T - 80 2 04 5B o2 94 38 22 04 3@ 82 94 BB .—..—..—..—..—..
Session Maser encodng) TS z) 47 2f 31 39 47 20 28 33 39 25 20 20 e2  16G/19G (Z8%) —
. g [ e % 94 98 €2 94 94 2 94 80 €2 94 80 €2 94 ..J.. L. .— - -
Tanestamp & kon o Reges Comorcer 88 22 94 88 22 04 B8 =2 94 88 e2 94 BB .- .-
T i o Dattemn 31 €2 94 80 e2 94 50 €2 94 B0 £2 94 88 £2 —..—..—..—s.—s.—
» Sorek Apply ta TX ) Trum 94 5@ e2 94 B8 e2 94 8@ 2 94 5@ e2 94 ..—..—..—..—..—.
Toxt Tramerret Apphy to RX ¥ Traw 36 47 2f 31 39 47 28 28 38 3@ 25 29 280 . 16G/19G (50%)
Binary Tesrama Pegulsr eprevuns  \ef| CEFHMNORYWIZctmag 18 » 3. e2 94 98 1b 5b 33 32 3b 31 48 1b 5b 33 —..d...[32;1H.[3
m’:‘:""" Colar W 00 5b 34 39 6d 76 6c 61 64 69 6d 69 72 48 Om. [49mvladimir@
o = 'Mm: ':‘*:‘ 6e 74 75 2d 35 31 32 6d 62 2d 73 66 6f ubuntu-512mb-sfo
» Appeaasce s - "":; 31 3a 7e 24 1b 5b 33 38 43 1b 5b 33 37 1-01:~$.[38C.[37
Fores s i 34 34 6d Sh Se 5d 1b Sh 33 33 3b 31 48 m.[44m[~].[33;1H
Colves P R 6d 1b 5b 33 37 6d 1b Sb 34 38 &6d 20 31 .[1m.[37m.[48m 1
o Dutem 83 1b 5b 6d 1b 5b 33 38 &d 1b 5h 34 36 6d .(B.[m.[3@m.[46m
Applyto 1X ¥l True 76 26 1b Sb 31 6d 1b 5b 33 37 6d 1b Sb  Help .[1m.[37m.[
- Apply to KX ¥ Trae 20 32 1b 28 42 1b 5b 6d 1b Sb 33 3@ 6d 48m 2.(B.[m.[3@m
I 1 4-Zo-TA-La-1) 36 6d 4d 65 6e 75 20 1b 5b 31 6d 1b 5b . [46mMenu .[1m.[
Colar W 250,255 . 1b 5h 34 3@ 6d 28 33 1b 28 42 1b 5b 6d 37m.[48m 3.(B.[m
s ot Il 30 6d 1b 5b 34 36 6d 56 69 65 77 2@ 1lb .[3@m.[46mView . L
Bod Fakie ‘ 1b 5b 33 37 6d 1b 5b 34 3@ 6d 2@ 34 1b [1im.[37m.[48m 4. 1
g2 -] Fahe Sb 6d 1b Sb 33 3@ 6d 1b 5b 34 36 6d 45 (B.[m.[3@m.[46mE
S e 28 1b 5b 31 6d 1b 5b 33 37 6d 1b Sb 34 dit .[Im.[37m.[4 L
1b  @m 5.(B.[m.[3em. s
f X
]3]
|Restoe M Detmin | /J
Aemetibine S

104.236,152,161:22 Connected

Lni

Col 1

Ofs 0x0000 Len0




Plugin Architecture

» Sessions
» Sessions are linkable!
» Layers

» Protocol analyzers

» Protocol transceivers

» Data highlighters

» Log filters

» Transmission extenders
(prefix/suffix/encode/checksum/etc)

» Testing utilities

>

Add Layer

Available layer plugins:

Generic Layers
Modbus Analyzer
m Regex Colorizer
u Replay Log

K X Modifier

Bl TR Filter

E XModem

Echo

Settings
WAl
Session Master encoding: | UTF-8
¥ Log Property Value 2
Timest &l
imestamp & fean Read rax inter-char interva... 10
Binary Data .
Terminal Read parallelism 4
w Transmit Read block size (B) 4096
Text Transmit RX buffer size (B) 16384
Binary Transmit TX buffer size (B) 16384
File Transmit Keep read block size [ False
Add-en Plugins Keep write block size [ False

Privacy
lancy
v Appearance
Fonts
Colors

/]

v B

~

\\A

¥ Log filter

RX buffer full notifications [] False

Show setting changes [ True
Show control line changes  [»] True
Show status line changes [] False

Show TX [ False
Show RX ] True

W

Mew Layer | |R.a'nove Laver| |R.ernoue All Layer5|

oy | oy avutn

o[ e | [owni ]




Add Layer

Generic Layers

Plugin Architecture |me=

» Sessions

>

» Layers

>

vV v Vv

v

m Modbus Analyzer
[m Regex Colorizer
u Replay Log

E# T Modifier

Bl T/RX Filter

E KModem

Sessions are linkable!

Protocol analyzers

Protocol transceivers
Data highlighters
Log filters

Transmission extenders
(prefix/suffix/encode/checksum/etc)

Testing utilities

Settings
v Al
cesion e
v Leg Property Value 2
Tirmest &l
B:nm;y E:l‘: cen RX buffer size (B) 16384
Terminal TX buffer size (B) 16384
v Transmit Keep read block size [ False
Text Transmit Keep write block size [ False
Binary Transmit R¥ buffer full notifications [ False
File Transmit v Log filter
A‘%d"‘” Plugins Show setting changes True
Janacy Show control line changes True
ancy Show status line changes [] False
¥ Appearance TX Modifier
Fonts  ——
Colars ¥ v Append prefix True

/ \\

Prefix data ‘a2
y ¥ Append suffix True
Suffix data r
v Insert inter-char delays [] False
Inter-char delay (ms) 200
Y Re-transmiszion True
Re-transmit count 10
Re-transmit delay (ms) 1000 -

MNew Layer | |Rernove Layer| |Fban'|ove All Layers|

oy | oy s

Restore Al Defaults

[ox ][ concel || apolyar |




Add Layer

Plugin Architecture —|meme

Generic Layers

Modbus Analyzer
m Regex Colorizer
[3 Replay Log
Ef T Modifier
B Tx/Rx Filte
E KModem

» Sessions

Narya - (=

D-@-2-H-R-AZ 2 B-5 & ~

pert: [ COM1 <18p & east [33000m v]ﬂA@ | Pl [ Cestrgiog
D, Swial COM1 840098 Irformation

» Sessions are linkable!

8197112 405132 791 ) Status line(s) changed: CTS: off ~| | Propenty
07 132,78 5 line h d :
» Layers T Y T v
10:67:14 185134.409 + G600 B2 47 58 52 €0 -GPR. Semson tinwe ||| 00000
18:907:14 +05: is 1ine(s) changed: CTS: off TX total bytes e
» Protocol analyzers TR RO T a— s o i
8600 82 47 46 45 @ LGFE. Btceaou=1o
» Protocol transceivers o s 4% 3t 2 3 35 30 = -
1V 8009 O 41 38 2€ 32 30 32 26 3 2E 31 JE 3) M A0, 202.8.1,14 -
status line(s) changed: CTS: crs on
: 5136.361 ec@au)e b5 g;)za'eo (__,m,*: DR on
. . 07051 4081 13 BOOD B2 47 47 43 2O 5 TS on
197:31 405:57 326 (D) Status lne(s) E
» Data highlighters e e Sl
> Log filters T - . e
Status line(s) chan i Thtotsl bytes 5
> T 1CC t d 0000 B2 47 49 58 80 015, ) nwm o' v
ransmission extenders Satin Taa() cheaRidsCE o X throughput  imslfuchent ten
. . Ge0R B2 a1 3% 39 32 It 31 36 3§ 2 31 2E 32 35 .A392.158.1.25 ¥ Chedksum calculator
(prefix/suffix/encode/checksum/etc) Statis 1ine(s) changedi €55 on. O acs e
» MOV 3 00 0. "1 ‘ CRC-16 (Modbug) 45k

v

Testing utilities




Jancy Scripting

C-like scripting language tailor-suited for 10 programming!




Jancy 10-Related Features

vV v v vV vV vV vV vV VY

High C-compatibility, both source and ABI
Safe pointers & pointer arithmetic
Schedulers

Async/await

Regex switches

Dynamic structures

Native support for big-endians

Bitflag enums

Binary & multiline literals

Introspection

//

int main(Q)

{

}

//
//
//
//
//

If you know C, you can read and write Jancy!

printf("hello world!\n");
return O;

calling from Jancy to native code and vice versa is as easy and
efficient as it gets. So is developing Jancy libraries in C/C++ and
Jancy bindings to popular libraries. So is porting publicly available
packet header definitions ans algorithms from C to Jancy -- copy-paste
often suffices.




Jancy |0 Features Overview

// Use pointer arithmetic -- the most elegant and the most efficient way of
// parsing and generating binary data -- and do so without worrying
// about buffer overruns and other pointer-related issues!

// an exception which you can handle the way you like.

Binary & multiline literals

o o of o d % 4 dr = d - :
» High C-compatibility, both source and ABI ;pﬂ='"1.;ggifm_;gg dgrLegégE [ sonst op
» Safe pointers & pointer arithmetic switch (ipHdr.m_protocol)
{
case Proto.Icmp:
. SChedUlerS IcmpHdr const® icmpHdr = (IcmpHdr const*)p;
> AsynC/await switch (icmpHdr.m_type)
{
» Regex switches case IcnpType Echoreply:
» Dynamic structures '
. . . case Proto.Tcp:
» Native support for big-endians e
> B]tﬂag enums // If bounds-checks on a pointer access fail, Jancy runtime will throw
>
>

Introspection




Jancy 10-Related Features

vV v v vV vV vV vV vV VY

High C-compatibility, both source and ABI
Safe pointers & pointer arithmetic
Schedulers

Async/await

Regex switches

Dynamic structures

Native support for big-endians

Bitflag enums

Binary & multiline literals

Introspection

// Schedulers allow you to elegantly place the execution of your callback
// (completion routine, event handler, etc.) in the correct environment -
// for example, into the context of a specific thread:

class workerThread: jnc.Scheduler

{
override schedule(function* f())
{
// enqueue f and signal worker thread event
ks
ks

// Apply a binary operator @ (reads "at") to create a scheduled pointer to
// your callback:

workerThread workerThread;
startTransaction(onComplete @ workerThread);

void onComplete(bool status)

{

// we are in the worker thread!

}




Jancy 10-Related Features

vV v v vV vV vV vV vV VY

High C-compatibility, both source and ABI
Safe pointers & pointer arithmetic
Schedulers

Async/await

Regex switches

Dynamic structures

Native support for big-endians

Bitflag enums

Binary & multiline literals

Introspection

// The async-await paradigm is becoming increasingly popular during recent years
// -- and righfully so. In most cases, it absolutely is the right way of doing
// asynchronous programming. As a language targeting the IO domain, Jancy fully
// supports async-await:

async transact(char const* address)

{
await connect(address);
await modify(Q);
await disconnect();

catch:
handleError(std.getLastError());
ks

jnc.Promise* promise = transact();
promise.blockingwait();

// A cherry on top is that in Jancy you can easily control the execution
// environment of your async procedure with schedulers -- for example, run
// it in context of a specific thread:

jnc.Promise* promise = (transact @ m_workerThread) ("'my-service");

// You can even switch contexts during the execution of your async procedure!




Jancy 10-Related Features

jnc.RegexState state;

High C-compatibility, both source and ABI | ! . . ...
. . . . /] ...
Safe pointers & pointer arithmetic break;
Schedulers case rbar(\d+)":
. break;
Async/await rea
case r''\s+":
Regex SWitCheS // ignore whitespace

break;

Dynamic structures
}
Native support for big-endians

// This statement will
. . i - h
Bitflag enums // string in 0(length)

// But there's more --

Binary & multiline literals // you can feed it the

vV v v vV vV vV vV vV VY

Introspection

// Create efficient regex-based switches for tokenizing string streams:

reswitch (state, p, length)

print($"bar id: $(state.m_subMatchArray[0].m_text)\n");

// received over the network).

compile into a table-driven DFA which can parse the input
-- you don't get any faster than that!

the resulting DFA recognizer is incremental, which means
data chunk-by-chunk when it becomes available (e.g. once




Jancy 10-Related Features

// Define dynamically laid-out structures with non-constant sizes of array
// fields -- this is used in many file formats and network protocol headers
// (i.e. the length of one field depends on the value of another):

High C-compatibility, both source and AB| | §yramie struct Filendr

Safe pOinterS & pointer arithmetic char m_authorName[strlen(m_authorName) + 1]1;
char m_authorEmail[strlien(m_authorEmail) + 1];
SChedUlerS uint8_t m_sectionCount;

SectionDesc m_sectionTable[m_sectionCount];
Async/await }

RegeX SWitCheS // In Jancy you can describe a dynamic struct, overlap your buffer with a
// pointer to this struct and then access the fields at dynamic offsets
// normally, just like you do with regular C-structs:

Dynamic structures

FileHdr const* hdr = buffer;

1 10 - 1 displayAuthorinfo(hdr.m_authorName, hdr.m_authorEmail);
Native support for big-endians
. for (size_t i = 0; i < hdr.m_sectionCount; i++)
Bitflag enums {

processSection(Chdr.m_sectionTable[i].m_offset, hdr.m_sectionTable[i].m_size);

Binary & multiline literals }

vV v v vV vV vV vV vV VY

Introspection




Jancy 10-Related Features

// Most network protocols use big-endian data format. In Jancy, bigendians
// are first-class citizens -- no need to manually swap byte order back and
// forth anymore!

High C-compatibility, both source and ABI | $t"ue® P
. . . . uint8_t m_headerLength : 4;
Safe pointers & pointer arithmetic uints_t m_version L 4
uint8_t m_typeOofService;
bigendian uintl6_t m_totalLength;
Schedulers

bigendian uintl6_t m_identification;
bigendian uintl6_t m_flags : 3,

AsynC/await bigendian uintl6_t m_fragmentoffset : 13;
uint8_t m_timeToLive;
RegeX SWitCheS IpProtocol m_protocol;

bigendian uintl6_t m_headerchecksum;
bigendian uint32_t m_srcAddress;

Dynamic structures bigendian uint32_t m_dstAddress;
Native support for big-endians
Bitflag enums

Binary & multiline literals

vV v v vV vV vV vV vV VY

Introspection




Jancy 10-Related Features

// bitflag enums allow for automatic assignment of bit position constants.
// Very handy when writing protocol definitions!

bitflag enum TcpFlags: uint8_t

High C-compatibility, both source and ABI | ..., (..
Safe pointers & pointer arithmetic aet. 77 ox0d
Psh, // 0x08
Schedulers o o0
Async/await , Bogr /)00
Regex SWitCheS // also, they behave naturally when used with bitwise logical operators:

. TcpFlags flags = 0;
Dynam]C structures flags |= TcpFlags.Fin;
flags &= ~TcpFlags.Rst;

Native support for big-endians
Bitflag enums
Binary & multiline literals

vV v v vV vV vV vV vV VY

Introspection




Jancy 10-Related Features

// Use the most natural way possible to define binary blocks, MAC-addresses
// IP-addresses, etc.

// hexadecimal binary literal

» High C-compatibility, both source and ABl | .. cr;7 - ox"od 0a";
» Safe pOinterS & pointer arithmetic // hexadecimal multiline binary literal
» Schedulers char packetl] =
X
. 0d 0d Oa 54 69 62 62 6f 20 50 72 6f 6a 65 63 74
> Async/awalt 20 53 79 73 74 65 6d 20 4c 69 6e 75 78 20 34 2e
31 32 2e 31 34 2d 74 70 70 20 28 61 72 6d 76 37
i 6c 29 0d Oa 4f 53 20 42 75 69 6c 64 3a 20 23 31
> Regex switches 20 57 65 64 20 46 65 62 20 32 30 20 31 34 3a 35
. 39 3a 34 30 20 55 54 43 20 32 30 31 39 0d Oa 48
» Dynamic structures 57 20 44 61 74 65 2f 54 69 6d 65 3a 20 54 75 65
. . . 20 44 65 63 20 31 30 20 20 32 30 31 39 20 30 37
» Native support for big-endians 3a 32 30 3a 32 30 0d 0a
> B]tﬂag enums // hexadecimal binary Titeral with colon-delimiters
» Binary & multiline literals uint8_t mac[6] = Ox"BO:6E:BF:34:23:13";
>

// decimal binary Tliteral with dot-delimiters

Introspection
uint8_t ip[4] = 0d"192.168.1.1";




Jancy 10-Related Features

// for a packet:

High C-compatibility, both source and AB| | Vo'd printstructfields(

jnc.StructType* type,
void const* p

Binary & multiline literals

>
» Safe pointers & pointer arithmetic )
{
size_t count = type.m_fieldCount;
> SChedUlerS for (size_t i = 0; i < count; i++)
. {
> AsynC/awa]t jnc.Field* field = type.m_fieldArray[i];
> RegeX SWitCheS char const* valueString = field.m_type.getvalueString(
p + field.m_offset,
» Dynamic structures ):
» Native Support for big-endians } print($"%1l: %2\n", field.m_name, valueString);
» Bitflag enums !
// ...
>
>

Introspection

// Access the internal structure of the program at runtime; for example,
// use a struct-type information to dynamically create a representation

field.findAttributevalue("formatSpec")

printStructFields(typeof(IpHdr), packet);




Jancy Ul-Related Features

// Jancy provides extensive set of facilities for properties and events,
// which allows for creation of natural and beautiful UI API-s:

opaque class Action

. {
> Propertles construct(
char const* text,
> Bindable %con* icon = null
» Indexed bool autoget property m_isvisible;
bool autoget property m_isEnabled;
> Auto-getters bool autoget property m_isCheckable;
bool bindable autoget property m_isChecked;

» Even property pomters! char const* autoget property m_text;
Icon* autoget property m_icon;

» Events .
event m_onTriggered();

» Multicasts
» Weak

» Reactive programming

» Spreadsheet-like formulas




Jancy Ul-Related Features

» Properties

» Bindable

» Indexed

» Auto-getters

» Even property pointers!
» Events

» Multicasts

» Weak
» Reactive programming

» Spreadsheet-like formulas

// But most importantly, Jancy features spreadsheet-Tike reactive programming.

// Write auto-evaluating formulas just like you do in Excel -- and stay in full
// control of where and when to use this spreadsheet-1ikeness:

reactor m_uiReactor

{
m_title = $"Target address: $(m_addressCombo.m_editText)";
m_TlocalAddressProp.m_isEnabled = m_useLocalAddressProp.m_isChecked;
m_isTransmitEnabled = m_state == State.Connected;

ks

m_uiReactor.start(); // now UI events are handled inside the reactor...

// ...

m_uiReactor.stop(); // ...and not anymore






